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Paspen 1. BeegeHue

1.1. O6bnacTtb NnpuMeHeHust

[laHHOe pyKOBOACTBO MOMOraeT Mofib3oBaTeNi0 HACTPOUTbL CBOW MNepCOHanbHbIN
KOMMblOTEP Ha paboTy C ANEKTPOHHOM NOAMNUCHLI0 MPU UCMOSb30BaHMM ONepaLMoHHOM
cuctembl Windows (Bepcum XP 1 Bbiwe). [Ansa nNpuMeEHeHUa cCpeactB 3MeKTPOHHON
noanuMcu yctaHoBuTe Heobxoammoe nporpammHoe obecneyeHue, a Takke HacTponte
KOMMOHEHTbI CUCTEMbI COrNAcHO NPUBEAEHHBIM HXKE NHCTPYKUUAM

1.2. YpoBeHb NOArOoTOBKM NMOMb30BaTens
Monb3oBaTtenb canTa AosmkeH obrnagaTh criegyrouen Ksanmukaumen:
+ [Monb3oBaTenbckme HaBbikk B paboTte c MK;

+ [lonb3oBaTtenbckue HaBblku paboTbl ¢ Beb-6pay3epamu: Mozilla Firefox, Google
Chrome, Edge, Opera, Angekc 6payasep;

+ ba3soBble HaBbIKM MO YCTaHOBKE NPOrpamMmMHOro obecnevyeHnsa ons onepaunoHHOM
cuctembl Windows.

Paspgen 2. MHCprKLI,VIFI noJyib3oBaTesid No yCTaHOBKE NMNoAAEPXKKA SﬂeKTpOHHOIZ
noanncu

2.1. YcraHoeka 1O n gpanBepoB ans nogaepxkn padotel USB-TokeHa

B 3aBucumoctn ot npowussogutens USB-tokeHa yctaHoBuTe u Hactpownte 10 u
ApavBepbl Heobxoammble Ans ero paboTbl. Kak npasuno, gaHHoe O n gpansepsl
NpeaoCcTaBnAlTCA B KOMMMEKTE C npuobpeTaemMon 3NeKTpoHHOM noanuceto. Ecnun
nporpammHoe  obecnevyeHve He  ObINO  NpedoCTaBneHO, CBAXWUTECb C
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ynOCTOBepilI-OLI.I,VIM UeHTPOM, BbiaaBLUUM Bam ANNEKTPOHHYHO noAnMUCb, WU
CaMOCTOATeNIbHO CKayauTe ero Ha cauTe npoun3BoauTerns.

2.2. YctaHoBka n HacTtpouka «Kpuntollpo CSP»

[Ana npuMeHeHnsa CcpencTB 3MEKTPOHHOW noanucu npu padote B cucteme Bawm
HeobGxoaumo npuobpectn nporpammHoe obecnedenne «Kpuntollpo CSPy».

Ana npnobpeTteHus nporpammHoro obecneveHns «Kpuntollpo CSP» n o3HakoMneHus
C [OKYMEHTaLMeN Mo ero yCTaHOBKE M HACTPOMKe, nepenante cant nponssoamTens no
agpecy B ceTu MHTepHeET: https://www.cryptopro.ru/products/csp

Ana ycrtaHoBkn n Hactpovkn «Kpuntollpo CSP» Bbl MoXeTe BOCMNOMb30BaTbCHA
AokyMmeHTauuen no yctaHoBke «Kpuntollpo CSP», pasmeweHHoOM Ha caunTte
npoussoauTens, Mo BbINONHUTL NepeYnCieHHble 34eCb AeNCTBUS:

+ 3anyctute ckavaHHbin EXE-cbavn  ycrtaHoBwmka «Kpuntollpo CSP». B
NOSABMBLUEMCH OKHE HaXXMUTE KHOMKY «YCTaHOBUTb (pekomeHayeTtcs)» (Puc 1).

|Il2 Kpuntolpo CSP 4.0.9963

Bnaroaapum 3a Bbibop Kpuntolpo CSP.

Mpogon:Kaa yCTaHOBKY, Bbl NPUHUMAETE YCA0BMUA JIMLEHINOHHOTO
COrNaLeHuA.

Mpoaykr 6y,u,eT YCTaHOBNEH C BpeMeHHOFI NWUUEH3NeR Ha 3 mecaua.

oBneH B koHpurypauyum KC1 v asbikom
OW CUCTEMbI C HACTPOIKAMM MO YMOAYAHWIO.

—> [lononHuTENbHBIE ONLMA

Messonser epibpate konpurypauuro KC u azbik.

YCTaHOBUTb KOPHEBbIE CePTUOMKATI

+ [llosBUTCA OKHO C XOOOM YCTAHOBKM MporpamMmbl. [OXOUTECb YCTaHOBKU
nporpammHoro obecneveHus.(Puc. 2).

_sld] WMaet HacTpoitka "KpunTtollpo CSP™

=3 Omvena

+ B cnyyae ycnewHonW YyCTaHOBKM MpoOrpaMmmbl MNOSIBUTCA CUCTEMHOE OKHO,
onosewatoiee 06 ycnewHon yctaHoske «Kpuntollpo CSP».(Puc 3).
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KpunTtolpo CSP ycnewHo ycraHoBNEH,
[na koppekTHOW paéoTel KpunTtolpo CSP moxeT NnoTpe6oBaTeCa
nepesanycruTe 6paysep.

oK

+ Ecnu nosButCA [ONONHUTENBHOE CUCTEMHOE YBEAOMIIEHME C 3anpoCcoM O
nepesarpyske komnbloTepa, Haxmute «[a». Nocne nepesarpysku KoMmnbloTEPa
yctaHoBka «Kpuntollpo CSP» 6yaeT 3aBepLueHa.

+ 3anyctute nporpammy «Kpuntollpo CSP»

+ [ns Toro, 4tobbl BBECTU NULEH3MIO NPOrPaMMHOro NPOAYKTa HAXXMUTE Ha KHOMKY
«BBog nuueHsunx. (Puc. 4).

|42 Kpuntolpo CSP X
ANropuTHbI BesonacHoCTb Winlogon HacTpoiiku TLS
Obwwme ObopyaosaHue Cepsuc JononHUTENbHO
' | 4 Kpuntolpo CSP Bepcua npoaykTa: 4.0.9963

Bepaua aapa CK3M: 4.0.5015 KC1
© Komnanua KPUMTO-PO. Bce npasa 3awmuieHbl.

G 3anyCcTuTb € NpaBaMy aaMUMHUCTPaTopa

NuueHzua
CepuitHbIN HoMep:

Bnaneneu; Monb3oBaTens Windows
Opranusaums:

Cpok aeicTemns

Tun nrueHsum:

MepBan yCTaHoBKaE: el

AzbIK

I BB0A MMUEH3MM. ..

BoibepuTe A3tk Ans 0TobpakeHnsa OKoH

) # <YMon4aHue cucTer v
CSP Bawen y4eTHOM 3anmMom:

BoibepuTe Asbik Ana oTobpareHna oKoH
CSP nonb3oBaTenei, He 3aaaBlnX A3bIK
(yMonuaHue aucTembl):

Pycciimi

OK OTmeHa MPUMEHNTD

+ BBeaoute cepuiiHbin HOMep C Bawero 6naHka nvMUeH3MM Ha npaBo
ncnonb3oBaHusa «Kpuntollpo CSP». (Puc. 5).
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#2 KpunroMpo CSP 4.0.9963 X

Ceeqenns o nonb3oBaTene
YkaxuTe ceeaeHus o cebe,

Monb3oBaTtens:

II‘IonbsoBaTenb Windows
OpraHusaups:

CepuitHbIi HoMep:

I' XXX 000X -XXXXX]

BeeauTe cepuitHbiit Homep ¢ Bawero 6naHKa JMUeH3MM Ha NPaBo MCMONL30BaHUA A3HHOMO
nporpammMHoro npoaykta 000 «KPUMTO-TIPO».

2.3. YcTaHoBKa NMYHoro ceptudukara

[ns ycTaHOBKM NUYHOTO cepTudmkaTa UCMNonb3ynTe CreayroLwyo MHCTPYKLNIO:

+ [lepengute Ha Bknagky «Cepsuc» nporpammbl «Kpuntollpo CSP» n nepengute
no kHomnke «MpocmoTpeTb cepTUdMKaTbl B KOHTEUHEpeE...». (Puc. 6).
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ANropuTMbl besonacHoCTb

Obwume

Winlogon
Cepsuc

Hactpoiiku TLS

ObopyaosaHue JononHuTensHo

KoHTEHED 38KPBITOro KNkoYya

3TW MacTepa No3BoNAT NPOTECTUPOBaTb, CKONMPOBaTbL MK
YAanMTb KOHTE"!HED 3aKpbITOro Knto4a C HOCMTENSA.

MpoTecTupoBaTh. .. CKONMPOBaTb. .. YaamuTe...
CepTUhMKaTLI B KOHTEMHEPE 3aKPbITOr0 KoYa

3TOT MacTep NO3BONAET NPOCMOTPETL CEPTUOMKATDI, HAX0AAWMECS
B KOHTEIHEPE 38KPbITOro KNo4a, N YCTEHOBUTE MX B XPaHUAMLLE
cepTUhMKATOB.

—_—in

MpocMoTPETL CEPTUAMKATLI B KOHTEIMHEDE. ..

TMYHBIN CepTUOUKET

3TOT MACTEpP NO3BONAET CBA3ETh CEPTUOMKAT M3 haitna c
KOHTEIMHEPOM 38KPbITOr0 KNKOYa, YCTEHOBME 3TOT CEpTUOUKAET B
XPaHUIMLLE,

YCTaHOBUTL NMYHBIN CEPTUDMKAT. ..
Maponu 3aKpbIThIX KNKOYeit

3T1 MECTEPE NO3BONAKT M3MEHUTL Naponn (MMH-Koab!) 3aKpLITLIX
KAOYEi MW YAANMTb 3aN0MHEHHBIE DAHEE Naponi.

W3MeHuTb napornb... YaanuTb 3anoMHEHHbIE Naponu. ..

OK OTMeHa

MpuMEHTE

+ B nosBuBLLeMcH OkHe nepengute no kHonke «0630p...». (Puc. 7).

|§ CeptudukaTbl B KOHTEHEPE 33KPLITOrO KAKOY3

KoHTeiiHep 3aKpbITOro Kno4a

BseauTe MM YKEKUTE KOHTEMHED 3aKPbITOro KMo4Ya Ans npocMoTpa
CepTUDMKATOB B 3TOM KOHTEIHEpE

NMa KNIOYEB0ro KoOHTelHepa:

=

X

0630p...

| |l

BBseaeHHOe UMS 33A3ET KNKOYEB0i KOHTEHep:
(® MNonbsosaTens
KomnbioTepa

BoibepuTe CSP ans noMcKa KNloYeBbiX KOHTEMHEPOE:
Crypto-Pro GOST R 34. 10-2012 Cryptographic Service Provider 2

/ Mo cepTudUKaTy...

OTMeHa

«OK». (Puc. 8).

+ BbiGepuTte cepTuduKaT, KOTOPLIN Bbl NNIAHMPYETE YCTAHOBUTL Y HAXKMUTE KHOMKY
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W2 Ce b B b
KouTeiiy
Boen &3 Kpuntolpo CSP X l@
cepTy 0:09:48
Bbibop KNKOYEBOro KOHTEHEPa B
B crMcke NoKasLiBaTh:
(® ApyxecTeenHbie uMeHa O YHuKansHbie uMeHa
VMg kntoues  CTMCOK KIKOYEBbIX KOHTEHEPOB NONb30BaTENs:
~ |
CunTbiBaTens  MMs KoHTelHepa iop...
Aktiv Rutoke... 5199625d-c886-42c6-9174-24c729c92202 "
B@';er‘:e:”“ Aktiv Rutoke... 98c43f3e-2b6a-4f52-b0de-66c9b2617f78 gy
Kgn:_s‘: v Rutoke... ach2d5c2-368-4cal-bade-0195c0339773
Ml
Peectp SccbfcSb 1-d2a3-8e02-0a57-b38f2e4deea
Peectp e3d091678-76f5-0920-e016-14d57fe28f8
BoibepuTe
Crypto-Pro [ ok ] [ omena
< Hasaa Aanee > OTmeHa

+ [locne BbiGopa cepTudmkata HaxmmuTe KHonky «daneex». (Puc.

9).

2 Ceprudumkatel 58 KOHTERHEPE 32
KoHTeiiHep 3aKpbiTOro Kao4a

CcepTUHMKETOB B STOM KOHTEMHEPE

VMg KNKOYEBOro KOHTeHepa:

BBEaUTE MMM YKEXUTE KOHTEMHEDP 3aKpbITOro Klo4a Ans NpocMoTpa

=

] \\. \Aktiv Rutoken lite 0\98c43f8e-2b6a-4f52-b0de-66c9b2617f78

063o0p...

(® NonbsosaTens
KomnstoTepa

BseaeHHOe MMS 330aEeT KIOHEB0I KOHTEMHED:

BoibepuTe CSP ANs MOMCKa KNKOYEBLIX KOHTEMHEPOS:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

Mo cepTudMKaTY. ..

—

< Hasan Aanee > OTMeHa

+ B OTKpbIBLLEMCS OKHE HaXMUTe KHOMKY «YcTaHoBUTL» (Puc. 10).
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|2 Ceptudukatbl B KOHTEIHEPE 33KPBITOrO KKOYa

Ceprudmukar gna npocMoTpa
MpocroTpuTe U BoibepuTe cepTUdMKET

X

CepTudmkaT: [

CybbexT: &=

TR S

P

MocTaBIwmK: —m

L —

[LeitcTenTeneH c: \ 9 aBrycta 2019, 12:28:13

[eicTenTeneH no: [ 9 asrycra 2020 r, 12:38:13

CepuitHbIi HoMep: [ S ST

+ B

yBeZloMneHne ob ycneLlHon ycTaHOBKe
(Puc. 11).

YCTaHoBUTL CBoWCTBa. ..
<Hazaa OTMeHa
crlyyae yCMnewHOW YCTaHOBKM cepTudmkaTta, MOSBUTCA CUCTEMHOE

ceptudumkarta, HaxmmuTe KHonky «OK».

|2 Kpuntolpo CSP

X

TEKYWEro N0Ab30BaTENA.

CepTUOUKAT 6bin YCTAHOBNEH B XpaHuanwe “JInyHele”

2.4. BbicTparBaHue LiernoYykn JOBEPUSt TMYHOMY cepTudmkaTy

HeobxoaMmo yCTaHOBUTL _cepTudmKaThl

KNOYern NpOBEPKM 3NIEKTPOHHOW NOAMUCH:

kopHeBown cepTudumkat MuHkomcBA3n Poccun B xpaHunuue ceptudpukatoB. Ceptudumkat

OOCTYMNEH MO CCbhIJIKE.

+ OrTkponTe ckadeHHbIn cepTudumkaT Haxas «OTKpbITb» (Puc. 12).

Bbi xoTMTE OTKPBITL 3T0T Paiin?

Wz

A

Vspatens:  Hepssecrmiii wusgarenn

Tun:

Wa:

OTkpbiTh daiin - NpeaynpexaeHne cucTembl BesonacHocTi

..5\4BC6DC14D97010C41A26E058AD851F81C842415A(1).cer

Ceptudmkar besonacHocTn

C:\Users\Boss\Downloads\4BC6DC14D97010C41A26E058A. ..

X

OTkpbiTh

OtmeHa

e

Bceraa cnpaluneate Npu oTKpbITUM 3TOrO daiina

Daiinbl uz MIHTepHETa MOryT BbiTh NONE3HDI, HO 3TOT TUN $aiina MOXET
NOBPEANTL KOMNBIOTEP. ECAN BbI HE JOBEPAETE NCTOMHUKY, HE
OTKpbIBaiiTe 3TOT paiin. DakTopsl pucka

I”t

+ B oTkpbIBLLEMCS OKHE HaXXMUTE «YCTaHOBUTb cepTucdukaT». (Puc. 13).
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» Ceptndukar X

Obwwe Coctas TMyTb cepTUdMKALIM

g Ceepgennn o cepTudukare

3voT ceprwduKaT npeHasHaYaeTca Ana:

* Bce noAMTUKK Bblaaqmn
* Bce nonMTUKK NpUMEHEHNA

Komy Bbifan: MuHKoMCBA3L Pocam

Kem Bbifan: MuHKoMcBA3b Pocaim

Deiicteurenen ¢ 06.07.2018 no 01.07.2036

YCTaHOBUTL CEpTUdMKAT. .. 3aRENEHNE NOCTABILNKE

/

+ Ortkpoetca «MacTtep nmnopTta ceptudukaToB». [1ns yCTaHOBKMN cepTudumkata

HaxmuTe «Oanee». (Puc. 14).

“* Mactep umnopra ceptudukaTos

Macrep umnopra ceptudpmkaTos

3TOT MacTep NoMoraeT KonupoBaTb CEDTM¢MKaTbl, CNWCKK A0BEPUA U NMCKK OT3bIBEa
cepTUHUKATOB C NOKANLHOM0 AMCKA B XPaHUNMLWLE CEPTUOMKATOB.

CepTUdMKAT, BblAaHHbIN LEHTPOM CEpTUOMKALIM, ABNSETCS NOATEEPKASHUEM BaLIEN
NMYHOCTM M COAEPXMUT MHGOPMALMIO, HEOBX0AMMYIO ANS 3EWMTHI AaHHBIX MK
YCTEHOBNEHUS 3aLUMILEHHBIX CETEBLIX NOAKMOYEHMIA, XPaHUUWLE CePTUDMKATOB —
370 0BNaCcTb CACTEMbI, NPEAHa3HaYeHHaR ANA XPaHEeHWs cepTUUKETOB.

PaCnonoXeHue XpaHUMILE
(® Texywmit nonb3oBaTEND

(O NokanbHbiit KOMALIOTEP

[Ans NPOAODKEHWA HaXXMUTE KHOMKY “Aanee”.

—_— [anee Otmena

X

+ B oTkpbiBlwemMcsH okHe BbibepuTe «MomMecTuTb BCe cepTudmkaThbl B

cnepyrouwee xpaHunuwe» n Haxmute «0O63op». (Puc. 15).
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-

£* MacTep uMnopTa cepTuduKaTos

X ceprud

XpaHUMILE CcepTUOMKATOB - 3TO CUCTEMHbIE 0BNACTH, B KOTOPbIX
XPaHATCHA CePTUDMKATEI.

X

Windows aBToMaTHYeCKM BoIBEPET XPEHUNMILE, MW Bbl MOXKETE YKa3aTb
pacnonoxeHue cepTUdnKaTa Bpy4YHYIo.

(O AsToMaTMHECKM BLIGPATH XPaHUMMLLE Ha OCHOBE THMa CepTUhMKaTa

I@ MoMECTUTL BCe CEPTUOMKATEI B CNEAYIOWEE XPaHUMLLE I

Xpanunuwe cepTudmKaTos:

S

Janee OtmeHa
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+ B OTKPbIBLLEMCS OKHe BblbepuTe «[loBepeHHble KOpPHEeBble
ueHTpbl cepTucpukaumm» n Haxmmte «OK». (Puc. 16).
Bobibop xpanunuwia ceptudukara X

BribepuTe XxpaHunuwie cepTUhUKaTOB, KOTOPOE Bbl
XOTUTE UCNONb30BaTh.

| NuuHoe A
it | [loBEpUTENbHBIE OTHOLWEHWS B NPEANpY
| TpOMEXYTOUHBIE LEHTPbI CEPTUDMKALY

| [loBepeHHsie usaaTenn

Ll | CANTIAKATRIL K KATANKIM HAT ANRSNIAC

< >

[[Jnokasate dusnueckue xpaHmunmwa

.

+ Tlocne BbIGopa xpaHunuwa gnsa umnopTa HaxmuTe «danee» un «fotoBox».(Puc.
17,
18).

& ¥ Mactep umnopta cepTudmkatos

Xpanwrnuie ceprudukaros
XpaHMMWLE CepTUMKATOB - 3TO CUCTEMHbIE 0BNaCcTH, B KOTOPLIX
XPAHATCA CepTUDMKATHI.

Windows asToMaTU4ecku BbIGEPET XpaHUAMLLE, AW Bbl MOXETE YKa3aTb
PacnonoxeHne cepTUdMKaTa BPYHHYIO.

(O AsToMaTiuecu BoIBPaTE XPAHUMMLLE Ha OCHOBE TUNa CEPTHdNKATE
(® MoMecTHTb BCe CepTUBMKATLI B CIEAYIOWEE XPEHUNMILE

XpaHunuie cepTdMKaToB:

‘ Jl0BEpEHHbIE KOPHEBbIE LIEHTDbI CEDTUUKALIN ‘ [ 0630p... ]

N v [

& 2% Mactep umnopta cepTudnkaTos

3aBepLieHne MacTepa UMNOpTa cepTMdUKaToB

CepTudumkat GyaeT MMMOPTMPOBAH MOCNE HEXAaTHs KHOMKKM “T0T0BO",

Bbln yKasaHb! CNEAYIOUNE NaPEMETDbI:

XpaHunmuLE CepTUMKATOB, BhiBpaHHOE nonb3osaTene [T SN IS aToy

Coaepxumoe CepTudmkar
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+ [losButca cucteMHoe yBeaomMreHne ob ycnewHom nmnopTte ceptudukaTta,

HaxxmuTe «OK». (Puc. 19).

R

Ofwme Coctas MyTb cepTudmMKaLum

g Ceepniennn o ceprudukare

3toT ceprwduKaT NnpegHasHaYaeTca Ana:

* Bce NonUTUKK Bblaaqm
* Bce nonUTUKK NPUMEHEHNA

Macrep umnopra ceptudukatos X —
Komy
Kem B 0 WNMNopT yCNewHo BeINOAHEH,
a

3aRBNEHNE NOCTABILIKS

YCTaHOBUTL CEPTUMKET. ..

OK

Odanee Heob6Xx0OMMO YCTaHOBUTbL KOPHEBLIE cepTudmkaTbl YOOCTOBEPSKOLLErO LEHTPa,

BblaBLUEro BaM 3MeKTpoHHyto nognuck. Obpatuteck B cBon YL ansa nonyyeHnss gaHHbIX

cepTudmKaToB.

cnegyoLwen NHCTPYKLUUN.

Ecnn kopHeBble cepTudukaTbl

CKayaHbl,

yCTaHOBUTE WX COrnacHo

+ OTkponTe ckadaHHbIN hann ¢ cepTUdUKaToM U HaXXMUTE «YCTaHOBUTb
ceptucpukar». (Puc. 20).

#  Ceptudukar

Obuwme Coctae MyTb cepTudmKaLym

X

é Ceepgenns o cepripukare

37oT cepTwduKaT npeaHasHavaeTca Ana:

* Bce NONMTUMKK Bblaaqm
* BCe NONMTUKM NPUMEHEHUA

A Bt e, ——

Komy Bbigan:
MuHKoMcBS3b Pocam

Kem Boifan:

Aeiicreutenen ¢ 20.07.2018 no 20.07.2033

YCTaHOBMTb CepTUUKAT. .. 3anBneHiHe NoCTaBluKa

o
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“* Mactep umnopTa cepTudnKaTos

Macrep nmnopra ceptudpmkarTos

3TOT MacTep NOMOraeT KOnNMpoBaTh CEPTUHMKATLI, CTMCKM A0BEPUSA M CTIMCKM OT3bIBa
CcepTUPUKATOB C NOKANBEHOO AMCKA B XPaHUNMWLE CEpTUDUKATOB.

CepTUdMKAT, BblaaHHbI LEHTPOM CEPTUOMKALLM, SBNAETCA NOATEEPKASHNEM BaLen

NMHHOCTYW M COAEPXMT MHGOPMELMIO, HEOBXOAMMYIO ANA 3EWMTEI AaHHBIX MK

YCTAHOBNEHNA 3aLUMLLEHHBIX CETEBbIX NOAKMOYEHMA, XpaHUaMLWE cepTUhMKaTOB —

370 06NaCcTb CUCTEMBI, NPeaHasHaYeHHas ANA XpPaHeHWs CepTUONKATOB.
PacnonoxeHue XpaHunmwa

(® Texywwit nonbsoBaTens

(O NokanbHblit KoMALIOTEP

[na NPoAOIKEHMS HEXMUTE KHOMKY “Aanee”.

—_— ﬂ] Otmena

X

€ &% Macrep nmnopTa cepTudukaTos

Xp e cepr

XpaHunuwa cepTUhUKATOB - 3TO CUCTEMHBIE 06nacTu, B KOTOPbIX
XPaHATCA CepTUDMKATEI.

Windows aBTOMaTHYeCKM BoIBEPET XPEHUAMLLE, MNK Bbl MOXETE YKa3aTh
pacrionoxeHue cepTMhUKaTa BPYHHYIO.

(O ABToMaTHYECKM BLIBPATL XPAHWUAMLLE HA OCHOBE TUNa CEPTUDMKATA

I@ MOMECTHTL BCe CepTMAMKATLI B CNEAYIOWEE XPaHUINLLE I

XpaHunuwe cepTUMKaToB:
| | O63op...

~

[anee OtmeHa

X

+ OrtkpoeTtca «MacTtep nmnopTta ceptucpukaToB». [1ns ycTaHOBKM cepTudukata
HaxxmnTe «[danee».(Puc. 21).

+ B oTkpbiBleEMCA OkHe BbibepuTe «MomMecTUTb BCe cepTudmkaThbl B
cnepyrouwee xpaHmnuwe» n Haxmute «063op». (Puc. 22).
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+ B oTkpbiBLIEMCS OKHE BbibepuTe «[JoBepeHHble KOPHEBbIEe LIeHTPbI
ceptudmkaummn» n Haxmute «OK». (Puc. 23).

Beibop xpannnunwia ceptudukara X

BuibepuTe XpaHunuwe cepTUOHUKATOB, KOTOPOE Bbl
XOTUTE UCMONb30BaTh.

| NinyHoe

SSIl [ 0BEpeHHbIE KOPHEBbIE LIEHTPbI CepTId
oo | [loBepuTEnbHbIE OTHOWEHWA B NPEAnpy
“ | TpOMEXYTO4HbIE LEHTPbI CEPTUDMKALY

“. | [loBepeHHbie usaaTenu

)

| CenTIAhaK AT K KATANKIM HET ARSI

>

[ ]nokasaTe dumsmueckue xpaHmmmwa

— | OK | OTmena

+ Tlocne BbIGopa xpaHunuwa gnsa umnopta HaxmuTe «danee» n «FfotoBox».(Puc.
24,

25).

& 2% Mactep umnopTa cepTudukaTos

cepr

XpaHUMLE CepTUHMKATOB - 3TO CUCTEMHbIE 0BNacTH, B KOTopbIX
XPaHATCA CepTUDMKATDI.

Windows aBToMaTHYECKK BoIDEPET XPEHUAMLLE, MM Bbl MOXETE YKa3aTb
pacnonoXeHue cepTMhMKaTa BpY|HYIO.

(O AsToMaTUHECKM BBIBPATH XPAHUIMLLE HA OCHOBE TMNa CEPTUDMKATA
(® MoMecTUTb BCe CepTUBMKATLI B CIEAYIOWES XpaHUAMILE

XpaHunuwe cepTudMKaTos:

I,Closepeunble KOPHEBbIE LIEHTPbI CEPTUOMKALIN ’ | 0630p... |

— [T | owen

CtpaHuua 14 n3 22
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X

€ &% Mactep umnopta cepTuduKaTos

3aBeplLueHNe MacTepa MMNopTa cepTUgMUKaToB

CepTudmrkaT GyaeT MMNOPTHUPOBAH NOCNE HEXKATHUS KHONKM “ToToBO™,

Bbln yKasaHb! cneayrolme napaMeTpb:

XpaHunuuLe cepTUhMKaToB, BbibpaHHoe nonbsosaTeney Il FNGL R INTy

Coaepxumoe CepTudmkar

— OtmeHa

+ TlogaBuTcs cuctemHoe yBegoMneHne, 4to «byaeT yctaHoBneH ceptudukar ot
LeHTpa cepTudmkaummny», Haxmute «dar». (Puc. 26).

MpeaynpexaeHne cuctemol BesonacHocTn

ByaeT ycTaHOBAEH CepTUOUKAT OT LEHTPa cepTUdUKaLmm
| (LC), npeacTasnaowmit:

Windows He yaaeTca NpoBepuTh, YTO CEPTUHUKAET
AeNCTEUTENBHO MONYYEH OT ~ s

8 Tl ()] ) S e i g e Y | |
NOATEEPXKAEHNA NPONCXOXKAEHUA cepTudukaTa. B xoae 3toro
npouecca Bam NPUrognTcs Cnegylolee sHa4deHue:

OTnevartok (shal): A D A T Tr s im S5F3a43

MpeaynpexaeHune:

Ecnu Bbl YyCTAHOBWTE 3TOT KOpHeBoW cepTudukat, Windows
ByAeT aBTOMATUYECKN JOBEPATE N06OMY cepTudukaTy,
BbigaHHOMY 3TuM LIC. YcraHoBKa cepTudukaTa ¢
HEMNOATEEPXAEHHBIM OTNEYaTKOM NPeACTaBAALT PUCK ANnd
6esonacHocTu. Ecam Bel HaxKMeTe KHoNKy “Aa’, Bel
NPUHUMAETE Ha ce6Aa 3TOT PUCK,

Bl XOTUTE YCTaHOBWUTD 3TOT cepTudukar?

—_— da Het

+ T[logaBuTcs cuctemMHoe yBegoMneHne o6 ycnewHoM nMvnopTte ceptudukara,
HaxxmnTe «OK». (Puc. 27).

MacTtep umnopta ceptudukaTos X

a MMAopT yCnewHo BeiNOAHEH,

— ]
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[ns npoBepkn KOPPEKTHOCTN HOPMUPOBAHUS LLEMOYKMN CEPTUADUKATOB BbIGEPUTE NTINYHBIN
ceptudukat n Haxmute «daneex. (Puc. 28).

2 CeptudukaTtel B KOHTERHEPE 33KPRITOTC
KOHTellHep 3aKpbITOro Karoua
BBEAWTE MAM YKEKMTE KOHTEMHED 3aKPbITOro KKoYa ANSA NpocMoTpa g
CepTUOUKETOB B 3TOM KOHTEMHEPE

MMA KNIOYEeB0ro KOHTEelHePa:

| \\. \aktiv Rutoken lite 0\98c43f8e-2b6a-4f52-b0de-66c8b2617f78 Obsop...
BEeaeHHoe MMA 3303eT KMOYeB0M KOHTEMHED: Mo cepTudmKaTy...
(® MonbsosaTens

KomnbtoTepa

Boibepute CSP ANns NOMCKa KNKOYEBEIX KOHTEMHEDPOE:

Crypto-Pro GOST R 34. 10-2012 Cryptographic Service Provider W /

< Hasan Adanee > OTmMenHa

+ B nosBuBlIeMcs okHe HaxmnTe KHonky «CBomncTBax. (Puc. 29).

| CepTudukaTbl B KOHTEIHEPE 3aKPBITOrO KHOYa X
Cepruwdukar gna npocMoTpa
MpocMoTpuTe U BoibepuTe cepTUDMKAT Ig
CepTudukaT: | g ‘
CybbexT: | T e 5 an i “-]
MocTaBLumK: [r-~- e e 2 S AT L T mn s s a e oms e e dp .']
[eicTBuTEneH C: I 9 aerycra 2019, 12:28:13 ]
[eicTeMTENeH No: | 9 asrycra 2020 r, 12:38:13 ‘
CepuitHbii HoMep: | R e s T S B l
YCTaHOBUTL CBOICTBa. ..
/ O630p...
< Hazaa OTMeHa

+ B oTkpbiBLEMCA OKHe nepenauTe Ha Bknagky «MyTb cepTudmkaumum». (Puc. 30).
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s Ceptndukar

Obwme Cocrasl MyTb cepTrdMKaLmM I

t g Ceepgenun o ceprudukare

X

—

* Knacc cpeactsa 3MKC1
* Knacc cpeactsa 3M KC2

IvoT ceprwduKaT npegHasHayaerca gna:

 MoaTEEPKASET YAANEHHOMY KOMMbIOTEPY
MAEHTUOMKELYIO BALLEr0 KOMMBIOTEPa
* awmuaeT coobLUeHUs 3NEKTPOHHOM NOYTLI

* Monb30BaTens cnyxbbl WTAMNOE BpEMEHM

Komy Bbifan:

Kem Bbipan:

YCTaHOBUTL CEpTURMKAT.. .

Deiticteurenex ¢ 09.08.2019 no 09.08,2020

L) ECTb 3aKpbIThIM KNOY ANA 3TOro cepTuduKaTa.

3asEneHUE NOCTEBWNKS

+ [lpu nepexoae Ha BKNagKy MOXHO yBUAETb NyTb cepTudmkauun. B cnyyae

YCNeLwHON HaCcTPOVKK cepTudukaTa B non

e «CocTtosiHne cepTudukaTa gOMMKHO

oTobpaxaTbcs «3ToT cepTuduUkaT aencreuteneH». (Puc. 31).

s Ceptudukar

Obuwme Coctas [1yTb cEPTUDMKELIM

MyTb cepTUdUKaLYmM

X

(53] Murkomcesss Pocam

=

CocTosHue cepTudmkaTa:

MpocMaTp cepTMduKaTa

3TOT cepTUGUKAT AEHCTBUTENEH.
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2.5. YcraHoBka n HacTpownka «Kpunto NMPO 3LIM Browserplug-in»

[na KoppekTHOro yHKUMOHMpOBaHUA Beb-cTpaHuu, mcnonbayowmx Kpuntollpo 3N
Browserplug-in, HegocTaTouHO pacwupeHna anst 6paysepa. CHavana Heobxoammo

CKkavaTb YCTaHOBOYHbIVN (hbann n yCTaHOBUTb €ro, cobntogas HacToswyo MHCTpyKUuio:

+ [na paboTtbl nnarmHa TpebyeTcs yctaHoBneHHbIn Kpuntollpo CSP Bepcun 3.6
R4 v Bbiwe. ANCTpuBYTMB N MHCTPYKLMIO MO YCTAHOBKE MOXHO MOMYYUTb MO CChISKe.

+ CkauanTte nporpammy yctaHoBku. Kpuntollpo 3L Browserplug-in gocTtyneH no
CCblIKe.

+ 3anyctute ncnonHsembin ann cadesplugin.exe. (Puc. 32).

=

Ed cadesplugin.exe

+ [MogTtBepaute yctaHosky Kpuntollpo SLIM Browserplug-in. (Puc. 33).

Kpuntolpo 3UIM Browser plug-in

Ycranoeute Kpuntollpo 3UIM Browser plug-in?

Ja Her

+ Ecnu notpebyetcs, paspewute Kpuntollpo O3UIM Browserplug-in BHeECTH
N3MEHeHNa NyTeM HaxaTus kHonkn "Oa". (Puc. 34).

1y KOHTPO/Ib YUETHBIX 3aMUCEV NONL30BATENEV -

Bbl XOTUTE paspelunTb CaeayHoLlen NporpaMmme BHECTH

M3MEHEHWMA Ha 3TOM KOMFIthTEpE‘?

EE;:;:E Wma nporpammet: Kpuntollpo 3UIM Browser
o 1 plug-in
MpoeepeHHbIN n3gatent: CRYPTO-PRO
WcTounnk daiina: KecTkwit guck komnbroTEpa
@ MokasaTs nogpoBHOCTH fa Her

Ha 0WK3 BblA34M TaKUX ‘y‘BEACb.(ﬂEHHﬁ

+ [oxguTtecb okoH4YaHusa yctaHoBku Kpuntollpo 3L Browserplug-in.(Puc. 35).
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Kpuntollpo 3UIM Browser plug-in

gﬂ! Maet Hactpoitka Kpuntollpo 3LUIM Browser plugin

Ocrasiueecs spema: 31 cek

I Omvena

+ [locne okoH4aHus yctaHoBku Kpuntollpo SUIT Browserplug-in Haxxmnte «OK».
(Pwuc. 36).

Kpuntollpo 3UM Browser plug-in X

Kpuntollpo 3UM Browser plug-in ycnewno ycranosneH.
[na koppektHon pabotel Kpuntollpo 3L Browser plug-in moxer
noTpeBoBateca nepesanycTute Bpaysep.

¥

+ [anbHenwmne HaACTPOWKM pasnuyatoTcs B 3aBUCUMOCTM OT UCMOSIb3yeMOro
bpaysepa.

+ Bpaysep Chrome (Chromium Edge): 3anyctute Chrome u poxautecb
onoseLleHns 06 YCTaHOBMEHHOM pacLUMPEHUM

"CryptoProExtensionforCAdESBrowser Plug-in". BkntounTe 310 pacwmpenune. Ecnu
Ha Bawem komnbloTepe paHee YyxXe BbINOMHANACL YCTaHOBKA pacLUMpeHust
CryptoProExtensionforCAdESBrowser Plug-in, a notom oHo 6bIno yganeHo unu Bbl
ncnonesyete Chromium Edge, ero notpebyetcs ycTaHOBUTb OTAEeNbHO. [1ns aTtoro
nepenguTe Mo CCbIIKE W YCTaHOBUTE paclUMpeHne Uu3 WHTepHeT-marasuHa
Chrome.(Puc. 37).

&  [obaenero pacwvpenvie v NpuaoXeHue:
/%% CryptoPro Extension for CAdES Browser Plug-in

OaHa Us NporpaMm Ha E3LIEM KOMMbIOTEPE YCTEHOEMAR
paclwmperne, KOTOPOE MOXKET BAWATE Ha paboty Chrome.

Paspewesus:
+ MpocmoTp 1 UsMeHeHWe BaluMX AaHHbIX Ha NOCELAEMBbIX CalTax

» Y¥cTaHOBKa COSANHEHMA CO CMEXHEIMW HATVEHDIMK
ApUACKEHVAMU

Yaanute

+ Bpaysep Opera wnu SAdpekc.Bpaysep: pacwmpeHve AOCTYMHO MO
ccbinke.(Puc. 38).
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CryptoPro Extension for CAdES Browser Plug-in + | [lo6aButh B Opera
aeTop: cryptopro :

M/

CryptoPro Extension for CAJES Browser Plug-in allows to use CryptoPro CSP from JavaScript in browsers fo) pacu.mpeHMM

Requires CryptoPro Browser Plug-in for work

3arpyszku: 435 076

Karteropus: VHcTpymenTs! pazpabotunk
Bepcur: 1.2.5

Pasmep: 60,2 Kb

CHUMOK 3KpaHa OB6HoeneHo: 27 HoRGpA 2017 1
INuyerzuonHoe cornawenve: Copyright

+ bpaysep MozillaFirefox: ckavyante paclwmpeHue no ccobiike U YCTaHOBUTE B
6pay3ep camocTosTenbHo.(Puc. 39).

Mposepute Hanuuue o6HOBAEHNI

+
0¢ ncﬂyuMTb AOMNONHe... MNokasatb HegaeHWe oBHOBNEHNS

YcTanoBuTh gononHeHne us daiina...

*- PacwmpeHrus Otnagka gononHeHuii

v ApTOMaTM4ecKu 0BHOBASATE AONONHEHNA

/ TeMb] ygaHOBMTb ANA BCEX AOHOI‘IHeHMﬁ PEXNM 3aBETOMATUHECKOTO oBHoBAEHWA
»

B MnarvHel

+ [lpoBepbTe KOPPEKTHOCTb YCTAHOBKW Ha CTpaHuULLEe NpoBepky nnarvHa. [Ans aToro
B OTKPbIBLLEMCS OKHE NoaTBepanTe AOCTYN NyTeM HaxaTtus kHornku "Oa”. (Puc.
40).

¥ ' MoarteepxaeHue goctyna

3707 BE6-CalT NLITAETCA BLINOAHWUTE ONEPALMIO C KITHOHEMMU MK
! cepTMdUKaTaMKU OT MMEHN NONB30BATENA,

"https://www.cryptopro.ru/sites/default/files/products/cades/demopag
e/simple.html'

BbinonHEHNE Taknx ONEPaLUin CIEAYET paspeLLaTe TONLKO ANS
Be6-CaiiToB, KOTOPBIM Bbl JOBEPAETE.

Yro6bl OTKAOYUTE A3HHOE NOATEEPXAEHWE ANA KOHKPETHOTO
BeB-caiTa, ero MoXHO 4063BNTb B CNUCOK AOBEPEHHDIX BEB-CalTOB,
ACCTYNHbIA Ha CTPaHWLIE HACTPOEK YEPES MEHIO
Myck->KPUMTO-MPO->Hactpoiikn 3L Browser plug-in.

Paspewunte 31y onepauwio?

S Sy

+ Ecnu yctanoska Kpuntollpo QUIM Browserplug-in npowna ycnewHo, nosiBuTcs
OKHO C Hagnucbto "lMnaruH 3arpyxeH”, ykazaHMem ero Bepcum 1 NCnosib3yemMomn
Bamun Bepcum Kpuntollpo CSP.(Puc. 41).

MnaruH 3arpykeH. @

vé Bepcua nnarmda: 2.0.13771 Bepcua Kpuntonpoeangepa: 4.0.9963

Kpuntonpoeangep: Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

2.6. [lpoBepka KOppPeKkTHOCTU paboTbl 3NeKTpoHHOW noanucn <+ [Ona Toro, 4TOObI

NPOBEPUTb KOPPEKTHOCTb pPaboTbl ANEKTPOHHONM NoAanucKu, Heobxoaumo nepevitu B
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pasgen «Hactpoutb 3l» gocTynHbIM N0  agpecy B  CeTU  WUHTEPHET

https://uralbidin.ru/signature-settings , HaxxmuTe Ha KHonKy «MpoBepuTb Al».(Puc. 42).

¢ HacTtpontb 3l

JinA HAaCcTPOWKM 3NeKTPOHHOM Noanucy (ganee 31M) HeO6X0AUMO:

(O3HaKOMMTCS C MHCTPYKUME! N0 YCTAHOBKE W HAaCTPOWKE CPE/CTE 3NEeKTPOHHOM NOAMMCH.

PYKOBO/ICTBO MO YCTAHOBKE W HACTPOVIKE CPE[ICTB SJIEKTPOHHOW NOAMUCH

KpaTkasa MHCTPYKLUS MO YCTaHOBKE U HAaCTPOWKe CPeACTB 3/IEKTPOHHON MOANMUCHK.

1. YctaHoBuTe u HacTtpoinTe CK3U «Kpuntollpo CSP»

1.1 Ans np CpeAcTB anex
cUCTEMBI.

# nognucu npu paboTe B cucteme Bam o np pecTu nporp obec! ve «Kpuntolpo CSP» AnsA Balwen onepayuoHHON

[Lnf NOKyNK#, yCTaHOBKM M HAacTpoitku «KpunTolpo CSP» Bbl MOXeTe BOCMNONb30BaTbCA JOKYMEHTaLyMel No ycTaHosKe «KpunTolipo CSP», pa3MelleHHOM Ha caiiTe NpousBoauTens
1.3. YcTaHoBuTe ApaitBepbl AnA USB TOKeHa, CKauaB MX C caiTa Npou3BoguTens

1.4. YCTaHOBUTE HEOGXOAMMBie CepTUdMKATLI yAOCTOBEPRIOULEro LIEHTPa, BbiaaBLiero sam M

2. CkayvawTe n yctaHoBuTe Kpuntollpo 3L Browser Plugin

2.1. [InA NoANMCaHNA AOKYMEHTOB W CBEAEHUI 3NEKTD i Ha 3TN y nporp 06 e "KpunTofpo 3LM Browser Plugin®, koTopoe no3sonseT pabotatb
Han B Nio6bIx ynsp pay3epax (Mozilla Firefox, Chrome, Opera, AHekc 6payaep, CnyTHUK)

2.2. [InA HaCTPOWKKU KOMMNbiOTepa ANA paboTbl C 3NeKTPOHHOI NoANMCHI0 Bam HeobxoanMo GyaeT ckauaTb ¥ ycTaHoBUTb KpunTollpo 3LIM Browser Plugin
3. HacTtpoiite 6paysep

Mozilla Firefox — ckauaiiTe u yctaHoBUTe paclumperue Ans 6pay3epa 0TCiO/la U YCTaHOBUTE ero ciefys uHCTpykuny (BaxHo!)

Google Chrome — ycTaHoBuTe paciunpenne

Opera v flupgekc Bpaysep — yCTaHOBUTE paclunpeHye

Ecnu ocylecTBNeHbl BCe HAaCTPOKMW, ONncaHHble Bbille, Bbl MoOXeTe:

MNPOBEPUTH 3NN M————

+ [MosBMTCA BCnnbiBaloLwee OKHO C MOATBEPXAEHMEM ofepauun C KiyYamu unm
cepTuukatammn ot UMeHn nonb3oBatens. Haxmute «dax». (Puc. 43).

3TOT Be6-CalT NBITAETCA BRINOAHWUTE Onepaynio C KAK4amm
! uAK cepTUdUKaTaMn 0T UMEHW NOAb30BaTeNs.

‘https://arest.tektorg.ru/signature-settings’

BrINOAHEHWE TaKUX ONepPauuil CiedyeT paspelwaTs TOAbKO AN
Be6-CalfTOE, KOTOPLIM BBl 4OBEPAETE,

Y7066l OTKNKYNTE A3HHOE NOATEEPXKAEHWNE N8 KOHKPETHOro
Be6-CalTa, ero MOXHO 4063aBUTb B CNUCOK A0BEPEHHBIX
Be6-CaliTOB, AOCTYMNHEIN Ha CTPAHWLE HACTPOEK YEPEs MEHID
Myck-> KPUMNTO-NPO->Hacrpoitkn 3N Browser plug-in.

PaspewwuTs 3Ty onepauuio?

+ [losiBuTCA OkHO € BbIBOpOM cepTudukata. Bbibepute HyxXHbIM cepTudukat ans
cospanus noanucu. (Puc. 44).

Bbibop cepTudukara

000 "TECT
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https://uralbidin.ru/signature-settings

Pykosodcmeo no ycmaHoske u Hacmpolike cpedcmes
anekmpoHHoU nodnucu Ha 3Tl «YpanbudlH» e
cekyuu «lpodaxa umywecmsa 6aHKpPOMo8»

+ [Mocne BbiBopa cepTudmkaTa HaXxXMuTe Ha KHonky «CospaTtb noanucb» (Puc. 45).

[lnsi HacTPOVKM 3NEKTPOHHO noanuck (aanee M) HeobxoanMO:

0O3HakoMUTCSs C HHCprKLlMeﬁ no yCTaHOBKe n HaCTpOﬁKE cpeactse 3ﬂEKTDOHHOl7l noanucu.

PYKOBO/ICTBO M0 YCTAHOBKE W HACTPOVKE CPE[ICTB SMIEKTPOHHOW MOANMCH
KpaTkasi UHCTPYKLUSI MO YCTaHOBKE U HAacTpOiKe CPeACcTB 3/IEKTPOHHOM MOAMUCH.

1. YctaHoBuTte n HacTpounTe CK3W «Kpuntollpo CSP»

1.1 [Ins npUMeHeHusa CpeAcTB 3NeKTPOHHOM noanucy npu pabote B cucteme Bam Heobxoanmo npuobpectu nporpammHoe obecneyerue «Kpuntollpo CSP» ana Bawen onepauvoHHOn
CUCTEMbI.

[nsa nokynku, ycTaHoBKM U HacTporku «Kpuntollpo CSP» Bbl MOXeTe Bocnonb3o0BaTbes OKYMeHTaLmew no yctaHoske «Kpuntollpo CSP», pa3MelleHHoM Ha caiiTe NponssoanTens
1.3. YcranosuTe apaiiBepbl Ans USB TokeHa, ckayas ux C caiiTa Npon3BoauTens

1.4. YctaHoBuTe HeobxoanMbIe CepTUhUKATBI YAOCT 0 LIeHTPa, Bbl o Bam 3l

2. CkauaiTe u yctaHoBuTe Kpuntollpo 3L Browser Plugin

2.1. [Ina NoAnMUcaHus OKYMEHTOB U CBEAEHUIA 3MIEKTPOHHOI noanucbio Ha ST ucnonb3ayeTtca nporpammHoe obecneyerue "Kpuntollpo SLIM Browser Plugin', kotopoe no3sonset paboratb
Ha nnowaake B nobbix nonynapHbix 6paysepax (Mozilla Firefox, Chrome, Opera, ingexc 6paysep, CnyTHuK)

2.2. [InA HacTpOMKN KOMNbIOTEPa Anst paboTbl C 3N1eKTPOHHOM NOANUCHIO Bam HeobxoauMo ByaeT ckayaTb 1 yeTaHoBUTb Kpuntollpo JLIM Browser Plugin
3. Hactpotite 6paysep

Mozilla Firefox — ckauaiite 1 ycTaHoBMTe paclumpeHue Ana 6paysepa oTcioa U YCTaHOBUTE €ro cneays MHCTpykuun (BaxHo!)

Google Chrome — ycTaHOBUTE paclunpeHue

Opera v finaekc Bpaysep — ycTaHOBUTE paciunpeHne

Ecnu OCyLlecTBJIEHDI BC€ HaCTpOﬂKM, onucaHHble Bbiwwe, Bbl MoXeTe:

|

+ B cnyyae ycnewHon HACTPOWKM 3NEKTPOHHOM MNOAMMCKU MOSIBUTCS CUCTEMHOE
coobuieHune «Moanuck ycnewHo co3aaHay. (Puc. 46).

Moannck ycnewHo co3gaHa
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