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1.1. [BdOfls! §toddj daj dad ™

[ O dzdzts § S sosHMlsots foBSEOjls fsdz L s Olsj dzs

CoBf ' “lsjtc dzO OBl f) ! dzj Cltotsdedgts? Y oHY dfp

mMdmisj d3r Wi ndows (ajtemdd XP d eorhj). r azw

fsHfdid bkfmlsOdase dlsj dzj sBEesHIERSYI dedejs.c te® d3i3@es y |

Cof sdzj dzlst fpdMmisj d3¥ Mtse dzOMmdets ftedo j HJ dadzr o5 dzd

1.2. viccojdz fcHEGksaCd fd Lso Olsj dzv

15 Lo 0] d MOS0 Hidjd SB EOHOI! fMdjHEzs
I 1 sdz LsoaOjdz MSCdJj de@oar ¢d o tOBBIL] M 1s;

I 1 sdz Ltso Olsjdz MC dsjs' des BQYPBL E@®OBJ: Mozill a F
Chr ome, Edge, Opera, (cdHjG¢Mm BOEZL J t5;

I 1OoLBser | dzOor Cd s EMisOdetsoa ¢ ] ftose tcOdBddzetsc s
mMdmilsjy &3 Wi ndows.
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MjiCuPdesH O O ddikh jMise O B OdS Bisls

VHEsMistse jtews h dd3 yj dzls tots a3, 9" HOoahddz 1 Odg 1 dzj ¢
MoisMmMistswisj dz dzgs MECOYo2Ilsy jets dzO MO FJtesdL o
220 MsOdztso €O d dzOMlstes2C O ¢cstdilsts) cs CSPe
rdzv  ftedd3j daj ded v  frtagdetipls o f W Hdfidiflsdie §f ted OB Isy
dzj sBrsHd®Bs ftedtsBtej Misd ftesctOdidizdetsy B J MY j yd d
rdzv ftedtsetejlsjddy ftescteOBBdscts tsBJ MY J ujddy ¢
M HeCkdRR dzsOydj?2 s jets EMlsOdtsotj d dzOfmistets?2 ¢
Omj Mk o MmJ Is dittpd:/deiany.devrgpiso:ru/products/csp
r dzw EmMsOdetso € d d dz2OfmMstes?2C¢Cd c¢cstedfilsts]l cs CSPE
HsC d3d dzlsOyd g 2 IS EmMlsOdztse € § cstcdflsts] tots CS
ftesdLotsHdIsj dzv, dzdet o' f sdzdedIls! f jtej ydmdzj dadzer j
i Yyofkmisdls ¢ OeaRddr 2 k fifsXtezso h d € © cstedtfIsts)
fwodoh jddmw ¢ dzj dpQuyfipiisdQedgts oSddists f S(lae j € tsd3d dzH 2 j Is

|Il2 Kpuntolpo CSP 4.0.9963

Bnaroaapum 3a Bbibop Kpuntolpo CSP.

Mpogon:Kaa yCTaHOBKY, Bbl NPUHUMAETE YCA0BMUA JIMLEHINOHHOTO
COrNaLeHuA.
MpoaykT GyaeT ycTaHOBNEH C BDEMEHHOW IMLEH3Ue Ha 3 MecAua.

http: /fwww.cryptopro.ru

— YcraHosuTh (pekoMmeHayeTca)
Mpoayxr Gyaet ycranosneH & koHpurypauuun KC1 u asbikom
CH&FEU,HCHHDL‘! CUCTEMBI C HdCTFCl’U‘ZE.".HI ne ymMon4aHuro.

—> [lonoAHWTENbHBIE 0NN

Messonser Bbibpate koHpurypauuto KC u azbik.

YCTaHOBUTb KOPHEBbIE CePTUOMKATI

I 1tsweadlsmw tsCdzts ) AtHtsd EkZMlsOdtsesSd Hscts
U&BG&O$$&BGB Cp A § ) ded v .

ED! WaeT HacTpoitka "Kpuntolpo CSP"

=3 Omvena

i 1 fMAkky0] Ekffjh ds?2 bkhkOdssCd §EsctOdds
sfsojhOshji B EMfjhds2 bNMsOEEhHc B)cstedyIs

¢ Is tc O d&dyLee


https://www.cryptopro.ru/products/csp
https://www.cryptopro.ru/products/csp
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MjCuddesH OO ddikh jMise O B OdS Bls

KpunTtolpo CSP ycnewHo ycraHoBNEH,
[na koppekTHOW paéoTel KpunTtolpo CSP moxeT NnoTpe6oBaTeCa
nepesanycruTe 6paysep.

OK

[ fdd fswedlkhmy HG§tdddsjd dsj ndhkj ks,
fittiLOclkLS] Sy B dashddpO fdidsijL Oc¢ ekl S g
bmlsOdztse CO ¢stedflsts) cs CSPeé BEHjl LOsjtehjd

100 EMlsdlEjcOfe ¢stdflss) ts CSPeé

[dzv ke, vylss' osojfMmisd ddyjdidy §tescicOddk
(

clotH dzdyddLdde. tdm. 4) .
|42 Kpuntolpo CSP X
AnropuTMbl BesonacHoCTb Winlogon HacTpoiiku TLS
Obwwme ObopyaosaHue Cepsuc JononHUTENbHO
“! Kpuntolpo CSP Bepcua npoaykTa: 4.0.9963

Bepaua aapa CK3M: 4.0.5015 KC1
© Komnanua KPUMTO-PO. Bce npasa 3awmuieHbl.

G 3anyCcTuTh C NpaBaMM aaMUMHUCTPaToPa
NuueHsna
CepuitHbIN HoMep:
Bnaneneu: MonbsosaTens Windows
Opranusaums:

Cpok aeicTemns

Tun nuueH3NK:

I BB0A MMUEH3MM. ..

Mepsas ycTaHOBKa: el
A3bIK
BuifepuTe A3bIK ANS 0TOBPaKEHMS OKOH e D e

CSP Bawweit y4eTHOM 3anuom:

BoibepuTe A3bik ana 0ToBpaKEHUA OKOH Pyccikii
CSP nonb3oBaTenen, He 3aAaBlWnX A3blK
(yMonuaHue aucTembl):

OK OTmeHa MPUMEHNTD

lojHdIls] md ted2 dz" 2 dzts d3J to fn 9 0Oh jGEts B dzOd
dmf sdz! L s Odedv ¢ s teiddfis.ts1 Be)s. CSPe. (

¢ Is tc O dzd{ e
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MjiCuPdesH O O ddikh jMise O B OdS Bisls

#2 KpunroMpo CSP 4.0.9963 X

CeBeqennn o nonb3oBarene
YkaxuTe ceeaeHus o cebe,

Monb3oBaTtens:

II‘IonbsoBaTenb Windows

OpraHusaups:

CepuitHbIi HoMep:

I* XXX 000X -XXXXX]

BeeauTe cepuitHbiit Homep ¢ Bawero 6naHKa JMUeH3MM Ha NPaBo MCMONL30BaHUA A3HHOMO
nporpamMmMHoro npoaykTa 000 «KPUMTOIPO».

23.0MsOdkEo €O ddydscs Mjelsdi s olso

(v EMlsOdso $d ddydssets Mjelsdy¥ SO0 dmfsd Lk2Is)

i 1jtj2Hdl] dO 9SS d&OHSE cujttadMme fsctcOdd
ft5 CodsifEgmislsejls! Mjelsd¥dsolsT o € sdalsj 2 dzj

¢ Is tc O dz&dyLee
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L dzj Slstetsdzdzts?  f tsSH ftaD ] RAEEO 9C 651 ¢
MiCuPdesHON O ddikh jMlseo O B OdS tetsls

AnropuTMbI BesonacHocTb Winlogon Hactpoiiku TLS
Obwume ObopyaosaHue Cepsuc [LononHUTENsbHO

KoHTEHED 38KPBITOro KNkoYya

3TW MacTepa No3BoNAT NPOTECTUPOBaTb, CKONMPOBaTbL MK
YAanMTb KOHTE[’!HED 3aKpbITOro Knto4a C HOCMTENSA.

MpoTecTupoBaTh... CKonupoBaTb... Yaanutb...

CepTUdMKAETEI B KOHTEIMHEDE 3aKPbITOro KNK4a

3TOT MacTep NO3BONAET NPOCMOTPETL CEPTUOMKATDI, HAX0AAWMECS
B KOHTEIHEPE 38KPbITOro KNo4a, N YCTEHOBUTE MX B XPaHUAMLLE
cepTUhMKATOB.

— MpocMoTpeTh CEPTUOMKAETEI B KOHTEIMHEDE. ..

TMYHBIN CepTUOUKET

3TOT MACTEpP NO3BONAET CBA3ETh CEPTUOMKAT M3 haitna c
KOHTEIMHEPOM 38KPbITOr0 KNKOYa, YCTEHOBME 3TOT CEpTUOUKAET B
XPaHUIMLLE,

YCTaHOBUTL NMYHBIN CEPTUDMKAT. ..
Maponu 3aKpbIThIX KNKOYeit

3T1 MECTEPE NO3BONAKT M3MEHUTL Naponn (MMH-Koab!) 3aKpLITLIX
KAOYEi MW YAANMTb 3aN0MHEHHBIE DAHEE Naponi.

W3MeHuTb napornb... YaanuTb 3anoMHEHHbIE Naponu. ..

OK OTMeHa MpUMEHTE

I fevedehj v ¢dej fglalBEE]g.

{6t §isy ®) .

|§ CeptudukaTbl B KOHTEHEPE 33KPLITOrO KAKOY3

CepTUDMKATOB B 3TOM KOHTEIHEpE

NMa KNIOYEB0ro KoOHTelHepa:

KoHTeiiHep 3aKpbITOro Kno4a
BseauTe MM YKEKUTE KOHTEMHED 3aKPbITOro KMo4Ya Ans npocMoTpa g

X

I | I 0630p... I
BBeaeHHOe MMA 33A3ET KMOYEBOI KOHTEMHEp: / Mo cepTudMKaTy...
(® MNonbsosaTens
KomnbioTepa
BoibepuTe CSP ans noMcKa KNloYeBbiX KOHTEMHEPOE:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v
< Hasaag Hanee > OTMeHa

lIrBjtedls] MjttkdWdsOls, Ctltstr 2
cfse. (tdm. 8).

o  zOdzd e lz j

¢ Is tc O dzf dyLeR
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{ECtso tsHflsoGdatfasC s dzOMistets? € j

Udzj €It ts dzdzts 2
Mi S wddetsH Oy O daskzh j iflse O

W2 Ce B b
KouTeiiy
Bsen & Kpunrolpo CSP X
cepTi

Bbibop KNKOYEBOro KOHTEHEPa
B crMcke NoKasLiBaTh:

(® ApyxecTsenHbie uMeHa (O YHuKanbHbie uMeHa

VMg kntoues  CTMCOK KIKOYEBbIX KOHTEHEPOB NONb30BaTENs:

~
CunTbiBaTens  MMs KoHTelHepa

0:09:48 | |

Aktiv Rutoke... 5199625d-886-42c6-9174-24c729c92202 -

B@';er‘:e:”“ Aktiv Rutoke... 98c43fBe-2b6a-4f52-b0de-66c9b2617f78 Jbukary...
Kgm:z‘: v Rutoke... ach2d5c2-368-4cal-bade-0195c0339773

Peectp SccbfcSb 1-d2a3-8e02-0a57-b38f2e4deea

Peectp £3d091673-76f5-0920-e016-14d57fe 253
BoibepuTe
Crypto-Pro [ ok ] [ omena

< Hasaa Oanee > OTmMeHa

“i “epT

KoHTeilHep 3aKpbiTOro Karoua
BBeauTe UK YKaXWTE KOHTEMHED 3aKPLITOro KkoYa ANA NpocMoTpa
CcepTUHMKETOB B STOM KOHTEMHEPE

VMg KNKOYEBOro KOHTeHepa:

KomnbtoTepa

BoibepuTe CSP ANs MOMCKa KNKOYEBLIX KOHTEMHEPOS:

] \\. \Aktiv Rutoken lite 0\98c43f8e-2b6a-4f52-b0de-66c8b2617f78 063o0p...
BEEAEHHOE UMA 33A3ET KIKOHEB0I KOHTEHED: Mo cepTUOUKATY. ..
(® NonbsosaTens

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v /

a Hasaﬂ

OTmMeHa

slsCter oh j 3w € dzjc udaPlsi@BHtdsej d 1K dets §(Ctizd ) .

¢ Is tc O dzf dyLee
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|2 Ceptudukatbl B KOHTEIHEPE 33KPBITOrO KKOYa X
Ceprudmukar gna npocMoTpa

MpocroTpuTe U BoibepuTe cepTUdMKET pg
CepTudmkar: [ ‘
CybuexT: R e e e g e |
MocTaBUMK: E e emeeiirAmae e e i e ‘i
[LeitcTenTeneH c: \ 9 aBrycta 2019, 12:28:13 ‘
[eiicTBuTENEH NO: [ 9 asrycra 2020 r, 12:38:13 ‘

CepuitHbIii Homep: [ e G e ey

YCTaHoBUTL CBoWCTBa. ..

/ O6zop...

<Hasan OTmMeHa

i fdzz yOj Zmf 4 " dets 2 EmlsOdztse ¢ d MjtelsdWd¢
ojHtsddzj dzdd B kMY jh des? EMlsOdztse € j¢c [fgetelsd
(tdfm. 11).

|42 Kpuntolpo CSP X

CepTUOUKAT 6bin YCTAHOBNEH B XpaHuanwe “JInyHele”
TEKYWEro NoAb30BaTeNA,

— ]

241 " MlscOdo Odzdj VYjftyuSqd HBsejtdy ddudsdz fjtslsdd

LittBosHd RS bPMlsOdtsedls! fitlsd¥dSOlr  Cdzs uj?2
Ctedgj 952 MjlsdW SOl [ddSsdhovwrd (sMijdd o SO
Hsfmiskzy iy ]

i [lCtets2lsj MCOY  dedz’ 2 (g leslstg W IS @ §( {daPiy Oo 1 2

OTkpbiTh daiin - NpeaynpexaeHne cucTembl BesonacHocTi X

Bbi xoTMTE OTKPBITL 3T0T Paiin?

Wma:  ...s\dBC6DC14D97010C41A26E058AD851F81C842415A(1).cer

A Vspatens:  Hepssecrmiii wusgarenn

Tun:  Ceptudumkar besonacHocTi

W3 C:\Users\Boss\Downloads\4BC6DC14D37010C41A26E058A. .

—

Bceraa cnpaluneate Npu oTKpbITUM 3TOrO daiina

o | Daiinbl u3 iHTepHeTa MoryT GbiTh NONE3HDI, HO 3TOT TUN $aitNa MOXET
‘} NOBPEANTL KOMNBIOTEP. ECAN BbI HE JOBEPAETE NCTOMHUKY, HE
OTKpbiBaiiTe 3TOT paiin. DakTopsl pucka

i 1 skStkrohjkny wUdgjs OuBpaEls MjelsdW¥ S Ole. |

¢ Is tc O d&fdyee


https://e-trust.gosuslugi.ru/Shared/DownloadCert?thumbprint=4BC6DC14D97010C41A26E058AD851F81C842415A
https://e-trust.gosuslugi.ru/Shared/DownloadCert?thumbprint=4BC6DC14D97010C41A26E058AD851F81C842415A
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» Ceptndukar X

Obwwe Coctas TMyTb cepTUdMKALIM

g Ceepgennn o cepTudukare

3voT ceprwduKaT npeHasHaYaeTca Ana:

* Bce NONMTUKK Bblaaqm
* Bce nonMTUKK NpUMEHEHNA

Komy Bbifan: MuHKoMCBA3L Pocam

Kem Bbifan: MuHKoMcBA3b Pocaim

Deiicteurenen ¢ 06.07.2018 no 01.07.2036

YCTaHOBUTL CEpTUdMKAT. .. 3aRENEHNE NOCTABILNKE

g

[sCtesgb@Nisjte i3 stelsO M tylsaw dEiPdsAsae ¢ d Mg
20X B3Els Odzjdtedm. 14) .

J

“* Mactep umnopra ceptudukaTos

Macrep umnopra ceptudpmkaTos

3TOT MacTep NoMoraeT KonupoBaTb CEDTMd)MKaTbI, CNWCKK A0BEPUA U NMCKK OT3bIBEa
cepTUHUKATOB C NOKANLHOM0 AMCKA B XPaHUNMLWLE CEPTUOMKATOB.

CepTUdMKAT, BblAaHHbIN LEHTPOM CEpTUOMKALIM, ABNSETCS NOATEEPKASHUEM BaLIEN

NMYHOCTM M COAEPXMUT MHGOPMALMIO, HEOBX0AMMYIO ANS 3EWMTHI AaHHBIX MK

YCTEHOBNEHUS 3aLUMILEHHBIX CETEBLIX NOAKMOYEHMIA, XPaHUUWLE CePTUDMKATOB —

370 0BNaCcTb CACTEMbI, NPEAHa3HaYeHHaR ANA XPaHEeHWs cepTUUKETOB.
PacnonoeHue XpaHunuwa

(® Texywmit nonb3oBaTEND

(O NokanbHbiit KOMALIOTEP

[Ans NPOAODKEHWA HaXXMUTE KHOMKY “Aanee”.

—_— [anee Otmena

X

slsCter oh j dgfyw
fdzj Hize B e Pded dzg M j &

B¢l spfisd le'd Isg i
¢ [dz@pdels) ((dm. 15).

fjelsdids ols
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X

€ £% Mactep umnopta cepTduKaTos

X ceprud

XpaHUMILE CcepTUOMKATOB - 3TO CUCTEMHbIE 0BNACTH, B KOTOPbIX
XPaHATCHA CePTUDMKATEI.

Windows aBToMaTHYeCKM BoIBEPET XPEHUNMILE, MW Bbl MOXKETE YKa3aTb
pacnonoxeHue cepTUdnKaTa Bpy4YHYIo.

(O AsToMaTMHECKM BLIGPATH XPaHUMMLLE Ha OCHOBE THMa CepTUhMKaTa

I@ MoMECTUTL BCe CEPTUOMKATEI B CNEAYIOWEE XPaHUMLLE I

Xpanunuwe cepTudmKaTos:

S

Janee OtmeHa

4 Is tc © daDq @2



tkCsotHMmsots 5 kfMsOdset) d do
L dzj Sltetsdzdzts?  f tsH ftafCipf RO 9C 651 ¢
MiCuPdesHON O ddiskh jMlseo O B OdS tetsls

[ SlsCter ah j 3ftg dzp ' B J tog(fistgo j toj dgdis tgidzj o & j
Yy dzester MjwelsdyfdeOydgdse. (tdm. 16) .
X

Bobibop xpanunuwia ceptudukara

BribepuTe XxpaHunuwie cepTUhUKaTOB, KOTOPOE Bbl
XOTUTE UCNONb30BaTh.

o JindHoe A
| [oBepuTensHbie 0THOWEHMA B Mpeanpy
| MPOMEXYTOYHBIE LEHTPbI CEPTUDMKALY

| [loBepeHHsie usaaTenn
Zeverd l‘ rﬁnTlAhAl{:Thl K KATANKIM HET ANRaSNiad

< >

[[Jnokasate dusnueckue xpaHmunmwa

.

[ 1tMmdj oreBtEd RtOddddh O ak®djiki sEs Q| 705 b,
17,
18).

& ¥ Mactep umnopta cepTudmkatos

Xpanwrnuie ceprudukaros
XpaHMMWLE CepTUMKATOB - 3TO CUCTEMHbIE 0BNaCcTH, B KOTOPLIX
XPAHATCA CepTUDMKATHI.

Windows asToMaTU4ecku BbIGEPET XpaHUAMLLE, AW Bbl MOXETE YKa3aTb
PacnonoxeHne cepTUdMKaTa BPYHHYIO.

(O AsToMaTiuecu BoIBPaTE XPAHUMMLLE Ha OCHOBE TUNa CEPTHdNKATE
(® MoMecTHTb BCe CepTUBMKATLI B CIEAYIOWEE XPEHUNMILE

XpaHunuie cepTdMKaToB:
‘ Jl0BEpEHHbIE KOPHEBbIE LIEHTDbI CEDTUUKALIN ‘ | 0630p... ]

N v [

& 2% Mactep umnopta cepTudnkaTos

3aBepLieHne MacTepa UMNOpTa cepTMdUKaToB

CepTudumkat GyaeT MMMOPTMPOBAH MOCNE HEXAaTHs KHOMKKM “T0T0BO",

Bbln yKasaHb! CNEAYIOUNE NaPEMETDbI:

XpaHunmuLE CepTUMKATOB, BhiBpaHHOE nonb3osaTene [T SN IS aToy

Coaepxumoe CepTudmkar

4 Is tc O dztflq @2
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R

Ofwme Coctas MyTb cepTudmMKaLum

(tdm. 19).

g Ceepniennn o ceprudukare

* Bce NonUTUKK Bblaaqm
* Bce nonUTUKK NPUMEHEHNA

3toT ceprwduKaT NnpegHasHaYaeTca Ana:

Macrep umnopra ceptudukatos X
Komy
Kem B 0 WNMNopT yCNewHo BeINOAHEH,
a

YCTaHOBUTL CEPTUMKET. ..

OK

s Odetse d Is

Cstedz] 8" |

9r HOo M jets

fMjelsdi g Olstse .

fdzj Hize h j 2

I [sStes2lsj
fjtelsdy¥dcolke.

I ONo
( fdzd
ddzmistez ¢ ydd .

)¢ Oy O dzdz 2
(tdMm.

1 dzj € Istcts dgdzlz

fsuyfdm’ .
¢ Stedzj o ' j Iz fijiip jOtetsh Y dsS O Is o 7

i telsd W
[BtOIsdlIsj M-

e

%02 dz ) cipiMdds@idimfetqdsis ds

20) .

#  Ceptudukar

Obuwme Coctae MyTb cepTudmKaLym

X

é Ceepgenns o cepripukare

* Bce NONMTUMKK Bblaaqm
* BCe NONMTUKM NPUMEHEHUA

37oT cepTwduKaT npeaHasHavaeTca Ana:

Komy Bbigan:

Kem Boifan:

A B,

MuHKoMcBAsb Pocam

Aeiicreutenen ¢ 20.07.2018 no 20.07.2033

YCTaHOBUTE CEPTUDMKAT. ..
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“* Mactep umnopta cepTdukaTos

Macrep nmnopra ceptudpmkarTos

3TOT MacTep NOMOraeT KOnNMpoBaTh CEPTUHMKATLI, CTMCKM A0BEPUSA M CTIMCKM OT3bIBa
CcepTUPUKATOB C NOKANBEHOO AMCKA B XPaHUNMWLE CEpTUDUKATOB.

CepTUdMKAT, BblaaHHbI LEHTPOM CEPTUOMKALLM, SBNAETCA NOATEEPKASHNEM BaLen

NMHHOCTYW M COAEPXMT MHGOPMELMIO, HEOBXOAMMYIO ANA 3EWMTEI AaHHBIX MK

YCTAHOBNEHNA 3aLUMLLEHHBIX CETEBbIX NOAKMOYEHMA, XpaHUaMLWE cepTUhMKaTOB —

370 06NaCcTb CUCTEMBI, NPeaHasHaYeHHas ANA XpPaHeHWs CepTUONKATOB.
PacnonoxeHue XpaHunmwa

(® Texywwit nonbsoBaTens

(O NokanbHblit KoMALIOTEP

[na NPoAOIKEHMS HEXMUTE KHOMKY “Aanee”.

—>| Janee I OtmeHa

X

] slCter ah j Bgfw

B¢l spfisd o' Isgi i

fjelsd®ds ols

fdzy Hizs RgPdeddzd j & o [deOssdgelsy (t df. 22) .
X

-

2% Macrep nmnopTa cepTdukKaTos

Xp e cepr

XpaHunuwa cepTUhUKATOB - 3TO CUCTEMHBIE 06nacTu, B KOTOPbIX
XPaHATCA CepTUDMKATEI.

Windows aBTOMaTHYeCKM BoIBEPET XPEHUAMLLE, MNK Bbl MOXETE YKa3aTh
pacrionoxeHue cepTMhUKaTa BPYHHYIO.

(O ABToMaTHYECKM BLIBPATL XPAHWUAMLLE HA OCHOBE TUNa CEPTUDMKATA

I@ MOMECTHTL BCe CepTMAMKATLI B CNEAYIOWEE XPaHUINLLE I

XpaHunuwe cepTUMKaToB:
| | O63op...

~

[anee OtmeHa
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MiCuPdesHON O ddiskh jMlseo O B OdS tetsls

f S H i rRdO 0C vl ¢

SErdago ptopdede’dis j¢ Stedzj o™ § yJ delster

Mitlsdvdcdudda gdlbe. (tdm. 23).

) sy dzj
24,

25).

Beibop xpannnunwia ceptudukara

X

BuibepuTe XpaHunuwe cepTUOHUKATOB, KOTOPOE Bbl

XOTUTE MCNONBb30BEaTh.

w4 | JiuHoe

-._| [loBEpUTENbHbIE OTHOLWEHIS B NPEANpY
-] MPOMEXYTOUHBIE LIEHTPbI CEPTUBNUKALA
| [losepenHble M3aaTenm

ferend | CenTIhKATR K KATANKIM HET AARSMIAL

< >

)

[ ]nokasaTe dumsmueckue xpaHmmmwa

— | OK | OTmena

9" BBBILO RntcOded dzd M O @ 2O dzgf{iz§ tstsls® 52O Y d3df 1),

e

“* MacTtep umnopTa cepTudukaTos

cep

XpaHUMLE CepTUHMKATOB - 3TO CUCTEMHbIE 0BNacTH, B KOTopbIX
XPaHATCA CepTUDMKATDI.

Windows aBToMaTHYECKK BoIDEPET XPEHUAMLLE, MM Bbl MOXETE YKa3aTb
pacnonoXeHue cepTMhMKaTa BpY|HYIO.

(O AsToMaTUHECKM BBIBPATH XPAHUIMLLE HA OCHOBE TMNa CEPTUDMKATA
(® MoMecTUTb BCe CepTUBMKATLI B CIEAYIOWES XpaHUAMILE

XpaHunuwe cepTudMKaTos:

I Jl0BEpEHHbIE KOPHEBbIE LIEHTPbI CEPTUOUKALIMN y | 0630p...

N ) [
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€ &% Mactep umnopta cepTuduKaTos

3aBepLueHMne MacTepa UMnopTa

Bbln yKasaHb! cneayrolme napaMeTpb:

Coaepxumoe

CepTudmrkaT GyaeT MMNOPTHUPOBAH NOCNE HEXKATHUS KHONKM “ToToBO™,

XpaHunuuLe cepTUhMKaToB, BbibpaHHoe nonbsosaTeney Il FNGL R INTy

X

ceptudpukaros

CepTudmkar

— OtmeHa

I sveadlsmy Mmdmlsj dsdesd clueizjnHEsEdziimsdQidets ovigile M s d
Y daste© fj telsd 0y dgggoe,. (tdfp. 26) .

| (LC), npeacTasnaowmit:

AeNCTEUTENBHO MONYYEH OT ~
O6patuTecbk "~~~ 77T

Otnevarok (shal):

MpeaynpexaeHune:

NPUHUMAETE Ha ce6Aa 3TOT PUCK,

MpeaynpexaeHne cuctemol BesonacHocTn

ByAeT ycTaHOBAEH CepTUPUKAT OT LeHTPa cepTuduKaumm

Windows He yaaeTca NpoBepuTh, YTO CEPTUHUKAET

NOATEEPXKAEHWNA NPONXOXKAEHNA cepTudukaTa. B xoae 3Toro
NpoLecca Bam NPUroANTCA CAeaYIoLee SHaYEHME:

Ecnu Bbl YyCTAHOBWTE 3TOT KOpHeBoW cepTudukat, Windows
ByAeT aBTOMATUYECKN JOBEPATE N06OMY cepTudukaTy,
BbigaHHOMY 3TuM LIC. YcraHoBKa cepTudukaTa ¢
HEMOATEEPXAEHHEIM OTNEYaTKOM NPEACTaBNAET PUCK ANd
6esonacHocTu. Ecam Bel HaxKMeTe KHoNKy “Aa’, Bel

Bl XOTUTE YCTaHOBWUTD 3TOT cepTudukar?

Aa Her

I sveadlmy MmdMmlsj dgdesy

FolJHtsdgdzj dzdj B EMY j " datsc
dzO) Bfddse. (tdfm. 27).

MacTtep umnopta ceptudukaTos X

a MMAopT yCnewHo BeiNOAHEH,
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28) .

KoHTeillHep 3aKpbiTOro Karoua

BBEAWTE MAM YKEKMTE KOHTEMHED 3aKPbITOro KKoYa ANSA NpocMoTpa
CepTUOUKETOB B 3TOM KOHTEMHEPE

MMA KNIOYEeB0ro KOHTEelHePa:

| \\. \aktiv Rutoken lite 0\98c43f8e-2b6a-4f52-b0de-66c9b2617f78

Obsop...

BeeneHHOe MMA 3a03eT KNIOHEeB0i KOHTEMHep:
(® MonbsosaTens
KomnbtoTepa

Mo cepTHdUKaTY...

BoibepuTte CSP ANns NoMcKa KNKYeBbiX KOHTEHEDPOE:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

4 -

Oanee >

OTMeHa

(=

fsvede" j &M

¢ dzjc udpCs)2dfydsnj O &€. dzt( i Sozm .

| CepTudukaTbl B KOHTEIHEPE 3aKPBITOrO KHOYa X

Cepruwdukar gna npocMoTpa
MpocMoTpuTe U BoibepuTe cepTUDMKAT

CepTudukaT:

CybbexT:

MocTaBwmK:

[eicTBuTEneH C: I 9 aerycra 2019, 12:28:13

[eicTeMTENeH No: | 9 asrycra 2020 r, 12:38:13

CepuitHbii HoMep: | R e s T S B

YCTaHoBUTb

< Haszaa OTmMeHa

[oToBO

[

slsCr oh j dsiw € dzj

29)

i Jctd jiAsH d dnjj teds@ WodCC a2tz .
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5 Ceptudukar X

Obwme Cocrasl MyTb cepTrdMKaLmM I

—

t g Ceepgenun o ceprudukare

IvoT ceprwduKaT npegHasHayaerca gna:

¢ MoATBEEPXKASET YAANEHHOMY KOMMbIOTEPY A
MASHTUOMKALUAIO BALWEro KOMMbIOTEPa

* 3awmnwaeT cooblieHns 3NeKTPOHHOM NoYThI
* Knacc cpeactsa 3MKC1

* Knacc cpeactsa 3M KC2

¢ Monb3oBaTens cnybbl WTaMNOB BPEMEHM »

Komy Bbifan:

Kem Bbifan: i e T s

Deiticteurenex ¢ 09.08.2019 no 09.08,2020

L) ECTb 3aKpbIThIM KNOY ANA 3TOro cepTuduKaTa.

YCTaHOBUTL CEpTURMKAT.. . 338BNEHUE NOCTEBLLMKE

i Ttd fjtejotH] 0O oS ZOHSE By dts koadHjl!: ikl
b jh dzs? dzOMistots? O stpj ooy BifE O @®I] MjtlsdW d ¢«
Sl teOyOEE Mjtlsd¥ds ol Hj2flsedlsj dj de. (1t d

5 Ceptudukar X

Obuwme Coctas [1yTb cEPTUDMKELIM

MyTb cepTUdUKaLYmM

(53] Murkomcesss Pocam

=

MpocMaTp cepTMduKaTa

CocTosHue cepTudmkaTa:

3TOT cepTUGUKAT AEHCTBUTENEH.

4 Is tc O dz/ q @2



tkCsotHMmsots 5 kfMsOdset) d do
L dzj Sltetsdzdzts?  f tsH ftafCipf RO 9C 651 ¢
MiCuPdesHON O ddiskh jMlseo O B OdS tetsls

2.5, uvMmMsOdtso SO0 d dkOmMkstets2C O ¢gismeflsts 1t [ CA1 Br
[ dzv  Ctstetej Slsdetse s W Iz daSisotaCiidedioys © OdAd ff s da! juBz ¥ fF d = s t&
Browserplug-i n , dzj siydds Ol Ofh d toj dad W H dzw BtcOkzL j tcO. |
M OyoOls! EMsOdtseatsydsr 2 ¥0O02dz d EmMsOdkssdls! jets, f

| [ d&zv OBl §d&OcddO bktejBlkjlMmy kfhsOdss dj dd
R4 d orhj. rdimstedeikzisde d ddzstelk S ydimn fds jizfl
i 4C0OY02k] fsctOBBE kMlsOdse Cd.-i 5 ol isk foisd

fnfr dzS §
i yofkmisdlsj dMmY tddavdjeds'p2 wgdndzexe. (t dfm. 32
Ed cadesplugin.exe 6

i 1tsHlo jteHdlsj EkMlsOdatso Sk s ted-iflidiys BB .Br ow
Kpuntolpo 3UIM Browser plug-in

Ycranoeute Kpuntollpo 3UIM Browser plug-in?

Ja Her
i [ fizd YsltejelkjlsMw, w©wOLLjhdlk] s-dd{ lsasdjlsls
qL d3j dzgj ded ¥ flzlsj 5 tgOQ O fisy 3 4) .
) KOHTPO/Ib YUETHBIX 3aMUCEV NONL30BATENEV -
Bbl XOTUTE paspelunTb CaeayHoLlen NporpaMmme BHECTH
M3MEHEHWA Ha 3TOM KOMﬂb}OTEPE?
:i“?“f Wma nporpammbi: Kpuntollpo 3UIM Browser
o 1 plug-in
MpoeepeHHbIN n3gatent: CRYPTO-PRO
WcTounnk daiina: KecTkwit guck komnbroTEpa
@ MokasaTs nogpoBHOCTH fa Her
Ha o1Ka BblAdY¥ TaKux ‘y'BEAO!‘.(ﬂEHHﬁ

i [ SYHJHE sdyOded” EMmlsOdetse $d s todnf(lsisd flets FK).
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http://cryptopro.ru/products/csp/overview
http://cryptopro.ru/products/csp/overview
http://cryptopro.ru/products/csp/overview
https://www.cryptopro.ru/products/cades/plugin/get_2_0
https://www.cryptopro.ru/products/cades/plugin/get_2_0
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Kpuntollpo 3UIM Browser plug-in

gl]! Maet Hactpoitka Kpuntollpo 3LUIM Browser plugin

Ocrasiueecs spema: 31 cek

I Omvena

i 1 sfid) GCsduodd™ bhsOdss Cd s-dif MU A !

(tdfp. 36) .
Kpuntollpo 3UM Browser plug-in X

Kpuntollpo 3UM Browser plug-in ycnewno ycranosneH.
[na koppektHon pabotel Kpuntollpo 3L Browser plug-in moxer
noTpeBoBateca nepesanycTute Bpaysep.

¥

| 1 Odz dgj 2" dj deOMlstets2Cd t©WOL dzd yoOslsmw o L Os
BicOkL j 0.

[ 1 tOkL jte C{Chromen Edge): L Of fmilsdlsj Chr ome d
sfseojhjddw tB BEZMlsOdztse dzj dedztsds e OM"  tej dad d
"CryptoProExtensionforCAdESBrowser Plug-in". 1 € dz¢ ydstgO mh d te.ir dadizd

ZzO 1 Ohjidz Sl slsjtey tc Odzj J X d4 o ff tsdzdaw dz
CryptoProExtensionforCAdESBrowser Plug-i n , O flstsdy tsdets B dzs L
dmyfsdzt LzjIsy Chromium Edge, Jjets fBlstejBlzjlsM
f4ted2ndsipmr fia€] EMlsOdsse dlsj tOM" dteidg@EIOL of dzO
Chrome.( { dm. 37) .

&  [obaenero pacwvpenvie v NpuaoXeHue:
% CryptoPro Extension for CAdES Browser Plug-in

OaHa Us NporpaMm Ha E3LIEM KOMMbIOTEPE YCTEHOEMAR
paclwmperne, KOTOPOE MOXKET BAWATE Ha paboty Chrome.

Paspewesus:
+ MpocmoTp 1 UsMeHeHWe BaluMX AaHHbIX Ha NOCELAEMBbIX CalTax

» Y¥cTaHOBKa COSANHEHMA CO CMEXHEIMW HATVEHDIMK
NpUACKEHAMU

Yaanute

I 1 tOkL jte Oper a d dzd C ROMN® ol tdlilfL j Bsiskzy
fnfr d¢Ctidm. 38) .
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https://chrome.google.com/webstore/detail/cryptopro-extension-for-c/iifchhfnnmpdbibifmljnfjhpififfog
https://chrome.google.com/webstore/detail/cryptopro-extension-for-c/iifchhfnnmpdbibifmljnfjhpififfog
https://chrome.google.com/webstore/detail/cryptopro-extension-for-c/iifchhfnnmpdbibifmljnfjhpififfog
https://addons.opera.com/en/extensions/details/cryptopro-extension-for-cades-browser-plug-in
https://addons.opera.com/en/extensions/details/cryptopro-extension-for-cades-browser-plug-in
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CryptoPro Extension for CAJES

CHMMOK 3KpaHa

? CryptoPro Extension for CAdES Browser Plug-in
asTop: cryptopro
"

Browser Plug-in allows to use CryptoPro CSP from JavaScript in browsers
Requires CryptoPro Browser Plug-in for work O paclwmpeHuun

3arpyszku: 435 076

Karteropus: VHcTpymenTs! pazpabotunk
Bepcur: 1.2.5

Pasmep: 60,2 Kb

O6HoeneHo: 27 HoAbpA 2017 .
INuyerzuonHoe cornawenve: Copyright

[ 1tOkzL jte MozimME@HEOR2 B 0 mOMMmdic jiadzd g i ®detso d Is

+
& Monyuuts gonon

*- PacwmnpeHus

‘/ Tembl

B MnarvHel

BloOk P mis W Iy j{de fiflzts 3 9) .

Mposepute Hanuuue o6HOBAEHNI

He MokasaTte HegaBHWE 0BHOBAEHUA

YcTanoBuTh gononHeHne us daiina...
Otnaaka AONONHEHWIA
v AsTOMaTM4eckn oBHOBNATL 4ONOAHEHNA
YCTaHOBUTE A4N9 BCEX AONONHEHWIA PEXKMM aBTOMATUHECKOrO 0BHOBAEHNA

I 1 tetse j to!
9 BIsCter
40).

sj SCtstetsj € Is dzigfyls © dzdy fds Ofdzis® S, phalRt£O 11f ISHOE ts

oh jmv etz Hsmbey f(izis) 3r @Oy OLYYf

B ' MoateepxaeHue goctyna

3707 BE6-CalT NLITAETCA BLINOAHWUTE ONEPALMIO C KITHOHEMMU MK
! cepTMdUKaTaMKU OT MMEHN NONB30BATENA,

"https://www.cryptopro.ru/sites/default/files/products/cades/demopag
e/simple.html'

BbinonHEHNE Taknx ONEPaLUin CIEAYET paspeLLaTe TONLKO ANS
8e6-CaiiToB, KOTOPBIM Bbl JOBEPAETE.

Yro6bl OTKAOYUTE A3HHOE NOATEEPXAEHWE ANA KOHKPETHOTO
BeB-caiTa, ero MoXHO 4063BNTb B CNUCOK AOBEPEHHDIX BEB-CalTOB,
ACCTYNHbIA Ha CTPaHWLIE HACTPOEK YEPES MEHIO
Myck->KPUMTO-MPO->Hactpoiikn 3L Browser plug-in.

Paspewunte 31y onepauwio?

—>

i [ fMdizd EMsOdso SO stedflstlms §hksh dBr dzvisfel rh piksy
dzQ@ HiAfOE g dg L "O dzt€ Oy jOodked,d d3 4 65 o j efmdd d

¢ dzts )
I Ok o4

temMdd st B8] &1l CSP.

MnaruH 3arpykeH. @

Bepcua nnarmda: 2.0.13771 Bepcua Kpuntonpoeangepa: 4.0.9963

Kpuntonpoeangep: Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

26. 1 totso j6C O Cstetej Clsdetsmisd tcOB slsir

ftoso jtodls!

Ctstete S lsdetsmls tcOB tSIsT

[ dzwizj Osliste tsdzdztsq Is
Ldzj € Is tots dzdats 2
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https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox_cryptopro_extension_latest.xpi
https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox_cryptopro_extension_latest.xpi
https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox_cryptopro_extension_latest.xpi
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html

tkCsotHMmsots 5 kfMsOdset) d do
L dzj Sltetsdzdzts?  f tsH ftafCipf RO 9C 651 ¢
MiCuPdesHON O ddiskh jMlseo O B OdS tetsls

cOLHjgg OMstetsd Is! H Sfjlelz f dzr 2 i OHtej Mz ) f
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¢ HacTtpontb 3l

JinA HAaCcTPOWKM 3NeKTPOHHOM Noanucy (ganee 31M) HeO6X0AUMO:

O3HAKOMMTCSH C MHCTPYKLMEiA NO YCTAHOBKE U HaCTPOWKe CPEACTB 3NEKTPOHHOM| NOANUCH.

PYKOBO/ICTBO MO YCTAHOBKE W HACTPOVIKE CPE[ICTB SJIEKTPOHHOW NOAMUCH

KpaTkasa MHCTPYKLUS MO YCTaHOBKE U HAaCTPOWKe CPeACTB 3/IEKTPOHHON MOANMUCHK.

1. YctaHoBuTe u HacTtpoinTe CK3U «Kpuntollpo CSP»

1.1 ins npi CpeAcTB anex
cUCTEMBI.

# nognucu npu paboTe B cucteme Bam np pecTu nporp obec! ve «Kpuntolpo CSP» AnsA Balwen onepayuoHHON

[Lnf NOKyNK#, yCTaHOBKM M HAacTpoitku «KpunTolpo CSP» Bbl MOXeTe BOCMNONb30BaTbCA JOKYMEHTaLyMel No ycTaHosKe «KpunTolipo CSP», pa3MelleHHOM Ha caiiTe NpousBoauTens
1.3. YcTaHoBuTe gpaiisepbl Ans USB TokeHa, CKauaB UX C caiiTa npoussoguTens
1.4. YCTaHOBUTE HEOGXOAMMBie CepTUdMKATLI yAOCTOBEPRIOULEro LIEHTPa, BbiaaBLiero sam M

2. CkayvawTe n yctaHoBuTe Kpuntollpo 3L Browser Plugin

2.1. [InA NoANMCaHNA AOKYMEHTOB W CBEAEHUI 3NEKTD i Ha 3TN y nporp 06 e "KpunTofpo 3LM Browser Plugin®, koTopoe no3sonseT pabotatb
Han B Nio6bIx ynsp pay3epax (Mozilla Firefox, Chrome, Opera, AHekc 6payaep, CnyTHUK)

2.2. [1NA HacTPOWKKU KOMMNbiOTepa AnA paboTbl C 3NeKTPOHHO NoANMCHI0 Bam Heo6xoanMo GyaeT ckauaTb ¥ ycTaHoBUTb KpunTollpo 3LIM Brow

Plugin
3. HacTtpoiite 6paysep

Mozilla Firefox — ckauaiiTte v ycTaHoBUTe paclumpenne Ans Gpay3epa 0TCIO/A2 U YCTAHOBUTE ero Cedys MHCTPYKUMM (BaxHO!)

Google Chrome — ycTaHoBuTe paciunpenne

Opera v flupgekc Bpaysep — yCTaHOBUTE paclunpeHye

Ecnu ocylecTBNeHbl BCe HAaCTPOKMW, ONncaHHble Bbille, Bbl MoOXeTe:

EPUTHL 3N —

I 1 swoadlsmw oMy dr o O h jj sCdzs  fYHIse jtey HJ dad
itlsdW dCOsOBd s dd3j ded fetgdder.tso(Qqljfipiz . 4 3)Qy d3c

3TOT Be6-CalT NBITAETCA BRINOAHWUTE Onepaynio C KAK4amm
! uAK cepTUdUKaTaMn 0T UMEHW NOAb30BaTeNs.

‘https://arest.tektorg.ru/signature-settings’

BrINOAHEHWE TaKUX ONepPauuil CiedyeT paspelwaTs TOAbKO AN
Be6-CalfTOE, KOTOPLIM BBl 4OBEPAETE,

Y7066l OTKNKYNTE A3HHOE NOATEEPXKAEHWNE N8 KOHKPETHOro
Be6-CalTa, ero MOXHO 4063aBUTb B CNUCOK A0BEPEHHBIX
Be6-CaliTOB, AOCTYMNHEIN Ha CTPAHWLE HACTPOEK YEPEs MEHID
Myck-> KPUMNTO-NPO->Hacrpoitkn 3N Browser plug-in.

PaspewwuTs 3Ty onepauuio?

i 1swodlmw ©Cds M ofBtsd MjtlsdidcOsO. I8
ML HOddY . sdhdmd 4) .
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https://uralbidin.ru/signature-settings

