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Paspen 1. BeegeHue

1.1. O6bnacTtb NpyMeHeHus

[laHHOe pyKOBOACTBO MOMOraeT MoSfib30BaTESI0 HACTPOUTbL CBOW MNEePCOHarnbHbIN
KOMMNbIOTEP Ha paboTy C 3NEKTPOHHOW MNOAMUCHLIO NPU UCMONb30BaHMM OnepaLnoHHON
cuctembl Windows (Bepcun XP u Bbiwe). [Ana npuMeHeHUs CpeacTB SNeKTPOHHON
noanucu yctaHoBuTe HeobxoaMmoe nporpammHoe obecnedveHue, a Takke HacTponTe
KOMMOHEHTbI CUCTEMbI COrfTAaCHO NPUBEOEHHBLIM HUXE UHCTPYKLMSM

1.2. YpoBeHb NoaroToBKn Nosib3oBaTens
Monb3oBaTtesnb canTa AOSMKeH obnagaTb crneytoLwlen ksanudukaunen:
+ [Monb3oBaTtenbckme Haeblkn B paboTte c [MK;

+ [lonb3oBaTtenbckue Haebikn paboTbl ¢ Beb-6paysepamu: Mozilla Firefox, Google
Chrome, Edge, Opera, Angekc 6payasep;

+ ba3soBble HaBbIKM NO YCTaHOBKE NPOrpaMMHOro obecnevyeHns ons onepaumoHHOM
cuctembl Windows.

Paspgen 2. IHCTpyKumnA nonb3oBaTens no yCTaHOBKE NOAOEPXKKN 3NTEKTPOHHOM
noanucu

2.1. YcraHoBka MO u gpanBepoB ans nogaepxku pabotel USB-TokeHa

B 3aBucumoctn ot npousBogutens USB-tokeHa yctaHoBute m HactpouTte 10 un
ApavBepbl Heobxoammble ans ero pabotbl. Kak npasuno, aaHHoe MO wn gpansepbl
NpeaoCcTaBNATCA B KOMMMEKTe C npuobpeTaemMon 3neKTPOHHOW noanucbio. Ecnn
nporpammHoe  obecnedyeHne He  ObIIO  NpedoCTaBfeHO, CBAXUTECb C
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YaocToBepsAOWUM LEeHTPOM, BbiAaBluMM BaM 3nekTpoHHyw noanucb, wunm
CaMOCTOAITENLHO CKavanTe ero Ha canTe NpousBoAUTens.

2.2. YctaHoBka n HacTporka «Kpuntollpo CSP»

[Ana npuMeHeHns CcpeacTB 3NeKTPOHHOW noanucu npu pabote B cucteme Bam
Heobxoaumo npuobpectn nporpammHoe obecnedeHune «Kpuntollpo CSP».

Ansa npnobpeteHns nporpaMmmHoro obecnederns «Kpuntollpo CSP» n 03HakoMneHns
C JOKYMeHTaumMen no ero ycTaHoOBKe U HAaCTpouke, nepenanTte cant NpouM3BoanUTENs Nno
agpecy B ceTu UHTepHeT: https://www.cryptopro.ru/products/csp

Ana ycrtaHoBkn u Hactponkn «Kpuntollpo CSP» Bbl MOXeTe BOCMNOSib30BaTbCA
AokymeHtaumen no ycraHoeke «Kpuntollpo CSP», pasmeueHHOW Ha caute
npounssoguTend, Moo BbINOSTHUTL NepeYnCeHHble 30eCb AeNCTBUS:

+ 3anyctnte ckayaHnHbin  EXE-cpanin  yctaHoBwwmka «Kpuntollpo CSP». B
NOSABMBLUEMCH OKHE HaXXMUTE KHOMKY «YCTaHOBUTb (pekomeHayeTtcs)» (Puc 1).

|2 Kpuntolpo CSP 4.0.9963

Bnaroaapum 3a Boibop Kpuntolpo CSP.

MpoAon:Kan yCTaHOBKY, Bbl NPUHUMAETE YCA0BMA JIMLEHIUOHHOTO
COMNaLlleHuma.
MNpoaykT GyAeT yCTaHOBNEH C BDEMEHHOM IMLEH3UEN HA 3 MECALa.

http: //www.cryptopro.ru

—> J/lonoaHuTeNbHbIE ONuUUK

Mozeonser enibpats KOH@Urypauuro KC u azbix

YCTaHOBMTb KOPHEBbIE cepTUdMKaTbI

+ lMosBNTCA OKHO C XOOOM YCTaAHOBKM Mporpammbl. [oXauTtecb YCTaHOBKM
nporpammHoro obecnevexus.(Puc. 2).

ED! Waet HacTpoika "KpunTollpo CSP"

(= OmveHa

+ B cnyyae ycnewHoOW YCTaHOBKM MporpamMmbl MOSBUTCA CUCTEMHOE OKHO,
onosewatouiee 06 ycnewwHoun yctaHoBke «Kpuntollpo CSP».(Puc 3).
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Kpuntolpo CSP ycnewHo ycraHoBneH.
Ana koppekTHoW paéoTel Kpuntolpo CSP MoXeT noTpe6oBaThes
nepesanycruTe 6paysep.

oK

+ Ecnu nosiButca [OMOnHUTESNbHOE CUCTEMHOE YyBeOOMSIeHMe C 3arnpocoM O
nepesarpyske Komnbtotepa, Haxmute «[a». [Nocne nepesarpy3kn komnbloTEpa
yctaHoBka «Kpuntollpo CSP» 6ygeT 3aBepLueHa.

+ 3anyctute nporpammy «Kpuntollpo CSP»

+ [na Toro, 4To6bl BBECTU SIMLIEH3MNIO MPOrPAMMHOIO NPOAyKTa HAXXMUTE Ha KHOMKY
«BBoa nuueH3un». (Puc. 4).

|42 Kpuntolpo CSP X
ANropuTMbI BesonacHoCTb Winlogon HacTpoitkn TLS
Obwme ObopyaosaHue Cepsuc LononHuTensHo
I" 4 Kpuntolpo CSP Bepcus npoaykra: 4.0.9963

Bepcus agpa CK3M: 4,0.9019 KC1
© KomMnanua KPUMTOIPO. Bce npasa 3awmuieHbl.

& 3anvcruTs ¢ npasamu agMuHMcTpaTOpa

NuueHsua
CepuitHeIin HoMep:

Bnagenew; MonbsoBaTens Windows
Opranusaws:

Cpok aeicTeus

Tun nuueH3uK:

Mepsan ycTaHoBKa: —

Azbik

I Bsoa nuueHsuu. .. ]

BoibepuTe f36iK Ans 0TobpaKeHus oKoH

2 . <YMon4aHue cucrer v
CSP Bawen y4eTHOM 3anMcun:

BoibepuTe a3k Ans 0TobpaXeHns oKoH
CSP nonb3oBaTenei, He 3aaaBlmX A3bIK
(yMonuaHue cucTemsl):

Pycckmin

OK OTmena MPUMERUTD

+ BBeaoute cepuiiHbin HOMep C Bawero ©OnaHka nuMUeH3MM Ha npaBso
ncrnonb3oBaHus «Kpuntollpo CSP». (Puc. 5).
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#5 Kpuntolpo CSP 4.0.9963 X

Ceepqienns o nonb3oBartene
YkaxuTe ceeaenus o cebe.

[onbsoBaTens:

|ﬂonbsosarenb Windows

OpraHusaums:

l

CepuitHbiil HoMep:

BeeauTe cepuittbiii Homep ¢ Bawero HnaHKka MueH3MM Ha NPaBo MCNONL30BaHUS AAHHOMO
nporpamMmHoro npoaykTa 000 «KPUMTO-TIPO».

— = -~

2.3. YcTaHoBKa NMYHoro ceptudukaTta

Ons YCTaHOBKU NTNMYHOIO CGpTMd)MKaTa VICI'IOJ'Ib3yIZTe cneayrwyr MHCTPYKUUKO:

+ [lepengute Ha Bknagky «Cepsuc» nporpammsl «Kpuntollpo CSP» n nepenagnte
no kHornke «MpocmoTpeTb cepTUdMKaTbl B KOHTEUHEpE...». (Puc. 6).

CrtpaHuua 5 ns 22



Pykosodcmeo o ycmaHoeKe U Hacmpolike cpedcme
anekmpoHHou nodnucu Ha 3Tl «AnbsiHcTpelio» 8
cekyuu «lpodaxa umywecmesa baHKpPOMoO8»

ANropuTMbI BesonacHocTb Winlogon HacTpoitku TLS
Obwume ObopyaosaHue Cepsuc [JononHUTensHO

KOHTEIHED 3aKPBITOMD K43

3TW MACTEPa NO3BONADT NPOTECTUPOBATL, CKONMPOBATL MM ‘
YAENWUTE KOHTEIHED 33KPbITOr0 KIKOYa C HOCUTENS. |

rlbOTecruposaTb... | CKONMpOBaTb... ' Yaanute... i

CepTudMKaTEI B KOHTEIHEDE 3aKPbITOro Ko4a

3TOT MacTep NO3BONAET NPOCMOTPETL CEPTUOMKATDI, HAX0AAWMECS |
B KOHTEIfHEPE 38KPLITOrO KMNKOYa, U YCTEHOBUTL MX B XPaHUAMLLE
CepTUOMKETOB.

- MpocMoTpeTh CEpTUMKATEI B KOHTEMHEDE. ..

TNnyHBI cepTUdMKET

3TOT MacTep NO3BONAET CBA3aTL CEPTMOMKAT M3 daitna c
KOHTEMHEPOM 38KPbITOr0 KNKo4Ya, YCTEHOBMB 3TOT CEpTUDMKET B f
XpaHunuwe,

YCTaHOBMTE NM4HBIN CEPTUOMKAT. ..

Maponu 3aKpbIThIX KoYeit

3TH MACTEPa NO3BONAKOT M3MEHUTE Naponm (MNH-Koab!) 3aKpbIThIX
KIKOYEN MM YAANWUTL 3aNOMHEHHBIE PaHEee Naponu.

W3MeHnTb naponb... YaanuTb 3aN0OMHEHHbIE Naponu...

OK OTmMeHa MpuMeHATD | |

+ B nosBuBLLeMCs OKHe nepenauTe no kHornke «0630p...». (Puc. 7).

|42 Ceptudukate! B KOHTEIHEPE 33KPLITOTO KNHOYAE X
KoHTeiiHep 3aKpbIiTOro Kno4a
BseauTe MM YKaKMTE KOHTEMHEP 3aKpbITOro K4a ANs NpocMoTpa g
CEPTUDMKSTOB B 3TOM KOHTEIHEPe

MMa KNIOYEBOro KOHTEHEpPa:

BBeaeHHOe MMA 33A3ET KIKYEBOIN KOHTEHEpD: / Mo cepTudukaTy...
(® MNonbsosatens
KomnbioTepa
Boibepute CSP ans NoMcka KloYesbiX KOHTEMHEpos:
Crypto-Pro GOST R 34. 10-2012 Cryptographic Service Provider v
< Haszan Nanee > OTMeHa

+ BbibepuTe cepTUdMKaT, KOTOPbIN Bbl MIaHUPYyeTe YCTaHOBUTL U HAXKMUTE KHOMKY
«OK». (Puc. 8).
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KouTeity
Bsen {8 Kpwnrolpo CSP X Ig
cep‘l_'l 0:09:48 |
Bbibop KNOYEBOro KOHTeHeEpa
B CNHCKe NOKa3bIBATh:
(@ ApyxecTseHHbIE MMeHa (O YHukansHble uMeHa
Vns Kntoues  CTMCOK KNIOYEBbIX KOHTE/HEPOS NONb30BaTeNs:
CunTbiBaTens MMs KOHTelHepa ;p
Aktiv Rutoke... 5199625d-c886-42c6-9174-24c729c92202 'R
Bcger“‘e””“ Aktiv Rutoke... 98c43fBe-2b6a-4f52-b0de-66c9b261778 ?“‘“""‘
KE:;::?: v RUTOKE.... ach2d5c2-¢ 368-4caf bade-Or95c0339773
Peectp SccbfcSb1-d2a3-8e02-0a57-b38f2e4deea
Peectp e3d091678-76f5-0920-e016-14d57fe28f8
BuibepuTe ¢
Crypto-Pro | ok | [ OTMeHa
< Hasaa Aanee > OTMeHa

+ T[locne Bbibopa cepTudukata HaxmuTe kHonky «[aneey». (Puc. 9).

KoHTeilHep 3aKpbiTOro Knwo4a
BBEaWTe UNK YKEXKMTE KOHTEMHED 3aKPbITOro KAK4a ANA NpocMoTpa g
cepTUOMKETOB B 3TOM KOHTEMHEPE

MMS KNIO4YEBOro KOHTEelHepPa:

[ \\.\Aktiv Rutoken lite 0\98c43fBe-2b6a-4f52-b0de-66c9b26 1778 | 0630p...
BeegeHHOe UMA 3a03eT KOYEeB0it KOHTEeHHED: Mo cepTudMKaTY...
(® NonbsosaTens

KomnbtoTepa

BoibepuTe CSP Ans NOMCKa KNIOYEBLIX KOHTEHEPOB:

Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider v /

+ B oTKpbIBLLEMCS OKHE HAXXMUTE KHOMKY «YcTaHoBUTb» (Puc. 10).
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| Ceptudmkartol B KOHTEHHEPE 3aKPLITOrO KKOYa

Ceprudukar ans npocMoTpa
MpocMoTpuTe 1 BoibepuTe cepTUdMKET

X

CepTudmkar: '

CyboexT: K

MocTaBLumK:

[LeicTeuTeneH c:

i 9asrycra 2019, 12:28:13

LeicTenTeneH no:

| 9 asrycra 2020 r. 12:38:13

CepuitHbiit HoMep: | it

YCTaHoBUTb

/ OB30p...

+ B

< Hazaa OTMeHa
cnydae yCnewHon YCTaHOBKM cepTudukata, MnosiBUTCA CUCTEMHOE

yBefjoMNneHne ob ycrewHon ycTaHoBKe cepTudumkaTa, HaxmmuTe KHorky «OK».

(Puc. 11).

2. Kpunrollpo CSP

X

CepTUdUKAT 6biN YCTAHOBNEH B XpaHuAUWe “JInYHble”
Tekywero noAb30BaTens.

2.4. BbicTpavBaH1e LIenoYkn OoBepUst NIMYHOMY cepTudumKaTy

Heobxoammo ycTaHOBUTL cepTUdUKaThbl

KINoYen NpoBEpKU SNEKTPOHHOM MOAMUCHU:

KopHeBown cepTudmkat MuHkomeBasn Poccumn B xpaHunuue ceptudgukato. Ceptudpumkar

OOCTYyNEH No CCblJIKe.

+ OrTkponTe ckadeHHbIN cepTudmkaT Haxas «OTKpbITb» (Puc. 12).

A

OTtkpbiTe aiin - npeaynpexaeHne cuctemsl GesonacHocTi

Bobi xoTuTe OTKPBITE 370T Pain?

Wma:
Wsaarens:
Tun:

Wa:

X

..s\4BC6DC14D97010C41A26E058ADE51F81C842415A(1).cer

Heunssecrhbiit usparens

Ceptuounkar besonacHocTn

C:\Users\Boss\Downloads\4BC6DC14D97010C41A26E058A. ..

OtxpeiTe

—

Bceraa cnpalumeate Npu 0TKpbITUM 3TOrO daina

Daiinbl u3 ViHTepHeTa MoryT 6biTb NONE3HBI, HO 3TOT TN (aiina MOXET
NOBPEANTL KOMNBIOTEP. ECA BbI HE A0BEPAETE NCTOUHUKY, HE
oTKpbIBaiTe 3TOT paitn. Dakrops! pucka

\ r|

+ B oTkpbiBlIEMCS OKHE HaxMuTe «YcTaHOBUTL cepTucukarr». (Puc. 13).
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»  CepTuduxar X

Obwwe Coctas MyTe cepTudMKaLIM

a Ceepennn o ceprudmkare

3roT ceprmduKaT npegHasHavYaeTcs ana:

* Bce NonMTUKK Bblaa4mn
* Bce NONUTUKKM NPUMEHEHUS

Komy Bbifan: MuHKoMCBR3b Poccm

Kem Boifan: MurkoMceasb Pocom

Leiicreurenen ¢ 06.07.2018 no 01.07.2036

YCTaHOBUTL CepTUdMKAT... 3aRABNEHIE MOCTABWNKS

™

o ]

+ OrtkpoeTtca «MacTtep umnopTta ceptucdpukaToB». [1na yctaHOBKM cepTudmkaTa
HaxmuTe «[anee». (Puc. 14).

X

£* Macrtep umnopra ceptudukatos

Macrep umnopra ceptudpukaros

3TOT MacTep NoMoraeT KonuposaTb CEDTMMKBT!:I, CNUCKK A0BEPUA U CNMMCKK OT3biBa
CEpTUOUKATOB C NOKANBLHOMO AMCKA B XPaHUIMLLE CEPTUDUKATOB.

CepTudmKaT, BolaaHHbIi LEHTPOM CepTUOUKALYM, SBNSETCH NOATEEMKASHUEM BaLeN
NMYHOCTI M COAEPXMT MHDOPMALYAIO, HEOBXOAMMYIO ANS 3aLUMTEI A3HHBIX UK
YCTAHOBNEHUA 3aLUMLEHHDBIX CETEBLIX NOAKMNIOYEHA, XPaHUUWe cepTUhUKaTos —
370 0BNacTb CUCTEMbI, NPEAHA3HAYEHHEA ANA XPEHEHUS CEPTUDUKETOB.

PacronoXeHie XpaHUnnLa
(®) Texywi nonb3oBaTENL

(O NokanbHbiit KoMNbIOTED

[ns NPOAOMKEHNUA HaxXMUTE KHonKy “Aanee”,

— e

+ B oTkpbiBEMCSH okHe BbibepuTe «[llomecTuTb BCe cepTudmkaTbl B
cneaymwuwee xpaHmnuwie» n Haxmute «063op». (Puc. 15).
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€ £ Macrep umnopta cepTuukaTos

. g s

XpaHUNMILE CepTUDUKATOB - 3TO CUCTEMHLIE 0BNECTY, B KOTOPLIX
XPEHATCH CEPTUDUKATEI.

Windows asToMaTH4ecku BoiBepeT XpaHunuLLe, K Bbl MOXETE YKasaTb
PACroNOXEHne CepTUPMKATE BPYHHYIO.

(O AsTOMaTHHECKM BLIBPETH XPAHWUMLLE HA OCHOBE THNA CEpTUDMKATA

l(_D MoMeCTUTL BCe CEpTUPUKATEI B CNEAYIOWEE XPaHUIULLE I

XpaHunuuie cepTUdMKaTos:

~

Ormena

X
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LeHTpbl cepTudukaumm» n Haxmmte «OK». (Puc. 16).

Beibop xpannnuwia ceptudukarta X

BribepuTe xpaHunuuie cepTUdUKaTOB, KOTOPOE Bbl
XOTMTE UCNONb30BaTh.

+{ | NnuHoe o

R

‘.| [loBEpUTENbHBIE OTHOWEHUSA B NPeANpy

S| TIDOMEXYTOUHBIE LEHTPbI CEpTHDMKALYY
-| NosepexHbie uspaTenm

CenTIhKATRL K KATANKIM HAT TARSMIA

< >

[(Jnokasats dusmdecme xpaHumwa

— [ ] omes

OokHe Bblbepute «[loBepeHHble KOpHEeBble

+ Tlocne BbIGopa xpaHunuwa gnsa umnopta HaxmuTe «anee» n «FotoBo».(Puc.

17,
18).

€ £ Macrep umnopra cepTudnkaTos

Xpanwnnue cepTudukaros
XpaHunmLLa CepTMAUKATOB - 3TO CUCTEMHbIE 06NaCcTH, B KOTOPLIX
XPaHATCR cepTUdMKAETEL,

Windows aBToMaTU4ECKM BbIGEPET XPaHUMMLLE, MM Bbl MOXETE YKa3aTb
pacnonoxeHne CepTUAMKATa BPY|HYIO.

(O AsTomaTIueCKN BEIBPATE XPAHUMMLE Ha OCHOBE TVNa CepTUdIKaTa
(® MomecTuTs Bee cepTUdMKATS! B CIEAYIOWEE XPaHINMULE

XpaHunuuie cepTudmKaTos:
‘ JloBEpeHHbIE KOPHEBbIE LEHTDbI CEPTUOMKALIM ’ I 0630p... I

— ] oo

&«

£* Macrep umnopra ceprudmkatos

3aBepwieHne MacTepa MMNopTa cepTudMKaToB

CepTuduKaT HyaeT MMNOPTUPOBEH NOCNE HAXATHS KHOMKY “ToToB0™,

Bbinu yKasaHe! Creaylowme NapameTpoi:

XpaHUnMLe cepTUdMKaTos, BoibpaHHoe nonb3osaTeney Il oSN e STy

Coaepxumoe CepTudwmkat
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+ TlosiBUTCA cuCTEeMHOe yBedoMIeHne 06 ycnewHom nmnopTte ceptudukara,

HaxxmuTe «OK». (Puc. 19).

R

Obwwe Cocras MyTb cepTudmKaLim

A Ceepnenns o ceprudukare

3ToT ceprdMKaT NnpegHasHaAYaETCA ANA:

* Bce nonuTHKK Bblaaqm
* Bce NONMTUKI NPUMEHEHNA

Macrep umnopra ceptudukaros X
Komy
Kem s 0 VIMNOPT YCNEWHO BEINOAHEH,
a

YCTaHOBUTL CEPTUDMKET. ..

Hanee HeobOXxoAMMO YCTAaHOBUTb KOpHEBble cepTudukaTbl YOoCTOBEpSoLWEero LeHTpa,

BblAaBLLEro Bam 3neKTpoHHY noanuck. ObpaTtuteck B cBon YL Ans nonyyeHns AaHHbIX

cepTngunkaTos.
cnenyoLwen NHCTPYKLNN.

Ecnn kopHeBble cepTudukaTbl CkayaHbl,

yCTaHOBUTE WX COrnacHo

+ OTkponTe ckayaHHbI dhann ¢ cepTudmKaTtom N HaXxXMuTe «YCTaHOBUTb
ceptudmkar». (Puc. 20).

# Ceprudpukar

Ofuwwme Coctas MyTb cepTrdmKaLsm

X

g Ceepennn o ceprudukare

37101 ceprndmKkaT npeaHasHavaeTca Ana:

* Bce nonMTUKK Bblaaqm
* BCe MONUTMKM NPUMEHEHUS

Komy Boipan:
MuHKoMcBA3b Pocam

Kem Boifan:

Aeiticreurenen ¢ 20.07.2018 no 20.07,2033

YCTaHOBUTL CepTUDMKAT. .. SasBNeHMe NoCTABULMK
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+ Ortkpoetca «MacTep nmnopTta ceptucpukaToB». [1ns ycTaHOBKM cepTudukaTa
Haxmute «daneex».(Puc. 21).

X

£* Macrep umnopra ceptudukatos

Macrep nmnopra ceptudpmkaros

3TOT MacTep NOMOraeT KoNUpoBaTb CEDTMCbMKBTbI, CrMMCK A0BEPUA U CNTIMCKK 0T3blBa
CeDTMdJMKaTOB C NOKanbHOro AWCKa B XpaHunuuwie cepmdmr(aros.

CepTUdMKET, BolAaHHbI LEHTPOM CEPTUDMKALYM, RBNSETCA NOATEEMKAEHUEN BaLIEH

NMHHOCTY M COAEPXMT MHGOPMALMIO, HEOBXOAMMYIO ANS 3ELUMTHI AGHHBIX MW

YCTEHOBNEHNS 3aLUMLLEHHBIX CETEBbIX NOAKMIOYEHMIA, XpaHUAMLWLe CepTUDNKaTOB —

370 0BNACTE CUCTEMbI, NPEAHE3HAYEHHaR ANA XPaHEHNS CEPTUGUKATOB.
PacronoxeHne XpaHunuwa

(® Texywwit nonbsosaTens

(O NokansHeiit KoMNLIOTED

Ans NPoAODKEHUS HaXXMUTE KHONKY “flanee”.

— e

+ B oTkpbiBlemcs okHe BbibepuTe «[loMecTuUTb BCe cepTucmnkaThl B
cnepyrowee xpaHunuwie» n Haxmute «063op». (Puc. 22).

X

€ £* Macrep nMmnopTa cepTuKaTos

Xpauwnuuie ceprndukaros
XpaHunuwwa cepTUdUKATOB - 3TO CUCTEMHBIE 0BnacTu, B KOTOpbIX
XPaHATCA CepTUOMKATBI.

Windows aBTOMaTHYeCKK BoIBEPET XPaHUNMLLE, MNM Bbl MOXETE YKa3aTb
pacronoKeHue cepTUdUKaTa BpyHHYIO.

(O AsTomMaThuecku BbIGPaTEL XPaHUNMLLE Ha OCHOBE TMNa CEPTUDMKATa

l@ TOMECTMTD BCE CEPTUDMKATEI B CIEAYIOWEE XPaHUNLLE I

XpaHunuwie cepTUMKaTos:

e

G
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+ B oTkpbiBLIEMCS OKHE BbibepuTe «[loBepeHHble KOPHEBbIE LIeHTPbI
ceptudukaunm» n Haxmute «OK». (Puc. 23).

BoiGop xpannnnwia ceptudukara X

BoibepuTe XpaHMnuLE CepTUOHMKATOB, KOTOPOE Bbi
XOTUTE UCNONb30BaTh.

| NnuHoe A
.| [loBEpUTENbHBIE OTHOLEHWS B NPeanpy
.| TPOMEXYTOUHBIE LIEHTPbI CEPTUNKALA
~__| [oBepeHHbie u3aaTenu

| CenTIahAK AT K KATANKIM HET ARSI

< >

[INokasaTe dumsuyeckme xpaHunmua

—>I OK I OTmeHa

+ TMocne BbiGopa xpaHunuLa Ans umnopTa HaxmuTe «fanee» n «FotoBo».(Puc.
24,

25).

€ &% Mactep nmnopTa cepTuuKaTos

cep

XpaHunuwa cepTUMUKaTOB - 3TO CUCTEMHbIE 06NacTH, B KOTOPLIX
XPaHATCA CepTUOMKATEI.

Windows aBToMaTU4ECKM BhiBEpeT XpaHUnuLLEe, MK Bbl MOXETE yKasaTb
pacnonoxeHne cepTUMKaTa BPY|HYIO.

(O AsToMaThuenm BoIBPaTL XPAHUIMILE HA OCHOBE TUNa CepTUdMKAaTa
(® MomMecTuTb BCe CepTUOMKATL! B CIEAYIOWEE XPaHUAMILE
XpaHunuwe cepTUdMKaToB:
| [loBEpEHHbIE KOPHEBbLIE LIEHTPbI CEPTUBUKALIM I I 0630p... I

i Otmena
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X

€ £* Macrep umnopta ceptndukatos

3aBeplieHMe MacTepa UMNoOpPTa cepTUPUKaTOB

CepTudmkaT GyaeT MMNOPTMPOBaEH NOCNE HAXXaTUS KHONKKU “ToToBo",

Bbinn yKasaHbl CNeaYIoWMe NapaMeTpb:

XpaHunvue cepTidukaTos, seibpanHoe nonbsosaTeney WIEEEIEERRVR R SRy

Coaepxumoe Ceptudmkar

—- Otmena

+ T[losaBuTcs cuctemHoe yBegomrieHne, Yto «byaeT yctaHoBneH ceptudumkar ot
LeHTpa cepTudumkaummny», Haxmmte «[a». (Puc. 26).

Mpegynpexaerne cuctemel BesonacHocT

ByaeT yCTaHOBAEH CePTUHUMKAT OT LEHTPA CepTUUMKALNM
| (LC), npeacTasnsowmit:

Windows He yaaeTca NpoBepuTh, 4TO CepTUdUKaT
AENCTBMTENBHO MOAYYEH OT =~
DBPDATNTREU R T~ i e tae g v s seae VA
NOATEEPXKAEHNA NPONCXOXAEHUA cepTdukaTa. B xoae 3toro
NpoLEecca Bam NPUroANTCS CNEAYIOLEe SHAYEHMNE:

Otnevatok (shal): 22 SSstTEacs

MpeaynpexaeHune:

Ecim Bl YyCTAHOBWTE 3TOT KOpHEBOW cepTudunkat, Windows
6yAeT aBTOMaTUYeCKn JOBepaTe N06oMy cepTudukary,
BbigaHHOMY 3Tkm LC. YcTaHoBka cepTudukaTa ¢
HEMOATEEPXAEHHBIM OTNEYaTKOM NPEACTABNAET PUCK ANS
6esonacHocTu. Ecam Bl HaxKMeTe kHonky “Ja’, Bel
NPUHUMAETE Ha CeBA 3TOT PUCK.

Bbi XOTWUTE YCTAHOBWUTD 3TOT cepTUdukaT?

—_—ne Aa Het

+ TlosaBuTCs cuctemMHoe yBeaomrieHne ob ycrnewHom nmnopTte ceptudukarta,
Haxmute «OK». (Puc. 27).

MacTtep umnopTa cepTuduKaTos X

0 MMnopT ycnewHo BeiNOAHEH,

— o]

CrtpaHuua 15 n3 22
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[ns npoBepkn KOPPEKTHOCTU DOPMUPOBAHNSA LIENOYKM CEPTUDUNKATOB BbIOEPUTE NNYHbIN

ceptudukat n Haxmute «aneex. (Puc. 28).

KoHTeillHep 3aKpbITOro Knoya

BBEAWTE MAW YKEKMTE KOHTEMHED 3aKpbITOro KMKoYa ANs NpocMoTPa
cepTUOUKETOB B 3TOM KOHTEHEPe

MR KNIOYEBOro KOHTeIHepa:
| \\\aktiv Rutoken lite 0\88c43f8e-2b6a-4f52-b0de-66cSb2617f78

BEeaeHHOe UMS 3a43eT KNOYEB0i KOHTENHep:
(®) MonbsosaTens
KomnetoTepa

BoibepuTe CSP ans NoMcKa KNoYeBbIX KOHTEMHEDPOE:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

< Hasaa Adanee >

Mo cepTuduKaTy...

9

=

OTMeHa

+ B nosiBuBLLIEMCS OKHE HaxxmMuTe KHOMKY «CBoncTBay. (Puc. 29).

|2 CeptudukaTel B KOHTENHEPE 3aKPBITOrO KNHOYa

Ceprudmkar gna npocMoTpa
MpocMoTPUTE U BoibepuTe CepTUDMKAET

CepTuduKaT:

|
CybbekT: l
|

MocTaBlmK:

[ = e e o s o

[eicTeuTeneH C: ‘ 9 asrycra 2019, 12:28:13

[eicTenMTeneH No: | 9 asrycra 2020 r. 12:38:13

CepuitHbIin HoMep:

YCTaHoBUTL CBOMCTBa. ..
/ O630p...
T e

+ B oTkpbiBLIEMCH OKHe nepenanTe Ha Bknagky «MyTb cepTudmkaumm». (Puc. 30).
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5 Ceptndukar X

Obuwwe Cocrasl MyTb cepTUdUKALIM I

—

—_—— e

g Ceegenns o ceprupukare

31oT ceprndmuKaT npegHasHavaerca gna:

¢ MoATEEPXKASET YAANEHHOMY KOMNLIOTEPY
WNASHTUOMKALWAIO BALLEr0 KOMMbIOTEPa

* 3awmuaeT cooblueHns 3NEKTPOHHOI NoYTHI
* Knacc cpeactsa 3MKC1

* Knacc cpeacrsa 3M KC2

* MNonb30BaTents CNyKObI WTAMNOE BPpEMEHN ¥

Komy Boifjan:
Kem Boifan: oo RS PO

Aeiicreutenen ¢ 09.08.2019 no 09.08.2020

f? ECTb 3aKpLITHIA K04 ANS 3Toro ceptudmkara.

YCTaHOBUTL CEpTUMKAT. .. 3aRENEHUE NOCTEBUIKE

[ oc ]

+ [pw nepexoae Ha BKNagKy MOXHO yBUAETb NyTb cepTudmkaumun. B cnyyae
YCNELHON HacTponkn cepTudukaTa B none «CoctosHne ceptudmkaTa» AOMKHO
oTobpaxaTbcs «ToT cepTuduMkaT aencreuteneH». (Puc. 31).

% Ceptndukar X

Obume Cocras [yTb cepTudMKaLIM

MyTb cepTudmKaLym

5] Murcomcessb Pocom
i —ﬂ] "

i .‘_ﬂ]l-:‘;.:*_ 4

MpocMoTp cepTudmkaTa

CocTosHue cepTudmkaTa:

3T0T cepTUdMKAT ASCTBUTENEH.
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2.5. YcTaHoBka un HacTpovika «Kpunto MPO 3LIM Browserplug-in»

[na KoppekTHOro YHKUMOHUPOBaHUA Beb-cTpaHuu, ucnonb3yowmx Kpuntollpo 3L
Browserplug-in, HegocTaToyHO pacwupeHna ana ©Opaysepa. CHavyana Heobxognmo

CKa4yaTb yCTaHOBOHHbIVI (baﬁn N yCTaHOBUTb €ro, cobnogas HacCToALLYO |/|HCprKLI,I/IPOZ

+ [na paboTbl nnarnHa Tpebyetca yctaHoBneHHbIn Kpuntollpo CSP Bepcun 3.6
R4 v Bbiwe. ANCTpUBYTUB N MHCTPYKLMIO MO YCTAHOBKE MOXHO MOSYYNUTb MO CChISKE.

+ Ckayvante nporpammy yctaHoku. Kpuntollpo 3L Browserplug-in 4ocTyneH no
CCbIfIKE.

+ 3anyctute ncnonHsaembin ann cadesplugin.exe. (Puc. 32).
7 3

&l cadesplugin.exe

+ [MogTtBepaute yctaHosky Kpuntollpo QUMM Browserplug-in. (Puc. 33).

Kpuntollpo 3L Browser plug-in

Ycranoeute Kpuntollpo 3UIM Browser plug-in?

| la Her

+ Ecnu notpebyetcs, paspewute Kpuntollpo 3L Browserplug-in BHeECTH
N3MeHeHnsa nyTem HaxaTtusa kHornku "Aa". (Puc. 34).

[y KOHTpOAb yueTHbIX 3anucei Nonb3oBaTenen -

Bbl XOTHTE paspelunTs caeaytoulen NporpaMmmMe BHECTH

U3MEHEHWA Ha 3TOM KOMNbloTepe?

:;5_"‘5 Wma nporpammer: Kpuntolpo LM Browser
- plug-in
MpoeepeHHbIR n3gaTent: CRYPTO-PRO
WcToynuk daina: Kectkuit gnck kKomnbroTEPa
@ MNMokasate noapobHocTH Aa Her

Hacafonka Bbigayn Takux YEEAOMAEHWIA

+ [oxguTtecb okoH4YaHuna yctaHoBku Kpuntollpo 3LIM Browserplug-in.(Puc. 35).
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Kpuntollpo 3UIM Browser plug-in

g ‘D! MaeT Hactpoika Kpuntollpo 3LUM Browser plug-n

Ocrasiweeca spema: 31 cek

- Otvena

+ [locne okoH4aHusa yctaHoBku Kpuntollpo SUIT Browserplug-in Haxxmute «OK».
(Pwuc. 36).

Kpuntolpo 3LMN Browser plug-in X

Kpuntollpo 3UM Browser plug-in ycnewwro ycranosnex.
[na koppektroi pabotel Kpuntollpo 3L Browser plug-in moxer
noTpeboBaTbca nepesanycTuTs Bpaysep.

P

+ [anbHenwune HACTPOMKM pasnuyaroTcs B 3aBUCMMOCTM OT WUCMOSIb3YEeMOro
Gpaysepa.

+ Bpaysep Chrome (Chromium Edge): 3anyctute Chrome un poxautecb
onoseLleHns 06 YyCTaHOBMEHHOM pacLUMPEHUN

"CryptoProExtensionforCAdESBrowser Plug-in". Bkntounte 310 pacwmpeHue. Ecnu
Ha Bawem komnbloTepe paHee yxe BbINOMHANACh YCTAHOBKA paclUMpeHus
CryptoProExtensionforCAdESBrowser Plug-in, a noTom oHo 6bIno yganeHo unu Bbl
ncnonesyete Chromium Edge, ero notpebyeTcs yctaHOBUTb OTAENbHO. [nsa 3Toro
nepevautTe Mo CCbIKE M YCTaHOBUTE paclMpeHne U3 WHTepHeT-marasnHa
Chrome.(Pwuc. 37).

_ [obaeneHo pacwmpeHune uam NpUNoXeHue:
% CryptoPro Extension for CAdES Browser Plug-in

Oana U3 NporpaMm Ha E3LIEM KOMMNBIOTEDE YCTaHOBMAa
pacluMpeHne, KOTOPOE MOXKET BnWATe Ha paboty Chrome.

Paspewenrus:
+ TpoCMaTp ¥ U3MEHEHUE ELWNX A3HHLIX H3 NOCSW3EMbIX CAATAX

» YcTaHoBKa COSANHEHMA CO CMEXHBIMW HATVEHDIMK
ApPUACKEHMNAMMU

Yaanute

+ bpaysep Opera wnun fAdpekc.bpaysep: pacwmpeHve [OCTYNHO NO
ccoinke.(Puce. 38).
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@ CryptoPro Extension for CAJES Browser Plug-in + | [lobasuts 8 Opera
asTop: cryptopro
>

CryptoPro Extension for CAJES Browser Plug-in allows to use CryptoPro CSP from JavaScript in browsers

Requires CryptoPro Browser Plug-in for work o pacwupeHun

3arpyzku: 435 076

Kareropua: VHcTpymerTsl paspabotun
Bepcur: 125
Paamep: 60,2 Kb

CHUMOK 3KpaHa O6+oeneHo: 27 Horbpa 2017 r

NuyexzunorHoe cornalenme: Copyright|

+ bBbpays3ep MozillaFirefox: ckayanTe pacluMpeHue no ccbijike U YyCTaHOBUTE B
B6paysep camocTosiTtenbHo.(Puc. 39).

Mposeputs Hanuune o6HOBAEHWIA

+*
& rlontuITb AOMnONHe... Mokasate HegaeHue oBHOBNEHUA

Ycranoeuts gononHenne us daiina...
# PacwmpeHus Otnaaka AONOAHEHWI
v ApTOMaTMyeckn 0BHOBAATL AONONHEHNA

‘/ TeMb[ YSTBHOHHTb ANA BCEX ADI‘IOI’IHCHM“ PEXNM BETOMATUHECKOTO oBHoBneHNA

Bl Mrarvhe

+ [lpoBepbTe KOPPEKTHOCTb YCTAHOBKM Ha CTpaHuvLe NpoBepkn nnarvHa. [ns atoro
B OTKPbIBLLEMCSI OKHE NOoATBEPAMNTE AOCTYN NyTemM HaxaTtus kHonku "“[a". (Pwuc.
40).

¥ ' MNoarsepxaeHne goctyna

370T BEG-CANT NBITAETCA BLINONHUTD ONEPAUNIO C KTHOHaMKU Wan
! CEPTM¢MKBTEMM OT MMEHW NOMIB30BATENA,

'https://www.cryptopro.ru/sites/default/files/products/cades/demopag
e/simple.html'

BbinonHeHME Takux ONEPALNIA CNEAYET Pa3PELLIATL TONLKO ANA
8e6-CaliToB, KOTOPLIM Bbl AOBEPAETE,

Y1o6bI OTKAHOYNUTE JaHHOE NOATEEPKAEHNE ANA KOHKPETHOMO
seb-caiiTa, ero moxHo 406aBNTL B CNMCOK AOBEPEHHBIX BEG-CaiiTos,
AOCTYNHBIN Ha CTPAHWLIE HACTPOEK YEPES MEHIO
Myck->KPUMTO-MPO->Hactpoiiku LM Browser plug-in.

Paspewwnts 31y onepaumnio?

—P
+ Ecnu yctaHoska Kpuntollpo SUIT Browserplug-in npowna ycnewHo, nosiBUTCS

OKHO C Hagnuceto "MnarvH 3arpyxeH", ykazaHnem ero BEpCumn U UCnonb3yemMomn
Bamun Bepcum Kpuntollpo CSP.(Puc. 41).

\/\é Bepcua nnarmHa: 2.0.13771 Bepcua kpuntonpoeannepa: 4.0.9963

puntonpoeangep: Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

2.6. [lpoBepka KOPPEKTHOCTM paboTbl 3MekTpoHHoM noanucu + [Ons Toro, 4To6bI

NPOBEPUTL KOPPEKTHOCTb PaboTbl 3MEKTPOHHOW MOoAnNUCK, HeobXoaMMO nepenTn B
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pasgen «Hactpoutb 3l» JocTynHbIM nNO  agpecy B CeTU  UHTEPHET

https://uralbidin.ru/signature-settings , HaxmuTe Ha kHonky «MpoBepuTtb A».(Puc. 42).

< Hactpoutb 3l

[ins HAaCTPOWKM INEKTPOHHOM Noanuck (aanee 3MM) Heo6xoaUMO:

03HaKOMMTCS C MHCTPYKUMEN MO YCTAHOBKE ¥ HACTPOIKE CPEACTE 3NIEKTPOHHOM NOANMCH

PYKOBO/ICTBO M0 YCTAHOBKE W HACTPOWKE CPE/ICTB 3JIEKTPOHHOW MOANUCY

KpaTkas MHCTPYKLUSA NO YCTaHOBKE U HAaCTPOWKE CPEACTB 3/1eKTPOHHOW MOAMUCH.

1. YcraHoBuTe u HacTtpoiTe CK3U «Kpuntollpo CSP»

1.1 Ana CpeAcTB anex @ npu paboTe B cucTeme Bam Heobxogumo npuobpecTu nporpammHoe obecneuermne «Kpuntolipo CSP» AnA Bawein onepauuoHHOR
cucTembl

JANA NOKYNKK, YCTAHOBKM ¥ HAacTPOIikK «KpunTolpo CSP» Bbl MoXeTe THCA AOKY uuew no yc «KpunTollpo CSP», pa3sMelleHHON Ha caiTe NponM3BoanTeNs

1.3. YcTaHoBuTe AipaiiBepbl AnA USB ToKeHa, CKayaB MX C caiTa Npou3soguTens

1.4. YcTaHoBuTe HeoGXoaUMbIe cepTudUKaTb! yAoCT 0 YEHTPa, Bbi 0 Bam 3N

2. CkavawTe u yctaHoBute Kpuntollpo 3LIIM Browser Plugin

2.1. AnA noanucaHnA AOKYMEHTOB U CBe/JeHUi 3N1eKTPOHHOM NoANMCHI0 Ha ST uc npor obec "KpunToflpo 3LiM Browser Plugin’, koTopoe nossonseT pabotato
Ha B niobbix ynsp payaepax (Mozilla Firefox, Chrome, Opera, iigekc 6payaep, CnyTHWUK)
2.2. [INR HacTPOHKM KOMNbIOTepa ANA paboTbi C 3NEKTPOHHON NOANUCHI0 Bam HeoGxoaMMo Gy/leT ckauaTb M yCTaHoBUTb KpunTollpo 3LUIT Browser Plugin

3. Hactpoiite 6paysep

Mozilla Firefox — ckauaiiTe v yctaHoBUTE paclumperue Ans 6pay3epa 07C0/a U YCTAHOBUTE €ro cneflys uHcTpykumy (Baxwo!)
Google Chrome — ycTaHoBuTe paciimpenne

Opera 1 flugekc Bpay3ep — yCTaHOBUTE pacluvperie

Ecnu ocyulecTBneHbl BCe HaCTPOMKHK, ONUCaHHbie Bbille, Bbl MoXeTe:

MNPOBEPUTL 3N p———

+ [MosBMTCA BCNNbiBalLEE OKHO C MOATBEPXAEHMEM Onepauun C Krvamu unm
cepTudukatamm oT UMeHu nonb3oBaTens. Haxmute «da». (Puc. 43).

3T0T Be6-CalT NBITAETCA BRINONHWUTE onepaynio ¢ Kno4amm
! WAK CepTUOUKATAMK OT MMEHWN NOAbL30BaTENS.

‘https://arest.tektorg.ru/signature-settings’

BeINOAHEHMWE TAKMX ONEPALMI CNeAyeT PaspewwaTs TONbKO AN
Be6-CaliTOE, KOTOPLIM Bbl 4OBEPAETE,

Y106kl OTKNOYNTE AGHHOE NOATEEPXKAEHUE ANA KOHKPETHOTO
Be6-CaiiTa, ero MOXHO 4063BUTE B CNMCOK A0BEPEHHBIX
Be6-CalTOE, AOCTYNHLIN Ha CTPAHUMLE HACTPOEK YEpes MEHI0
Myck-> KPUMTO-NPO->Hacrposikn 3UMM Browser plug-in.

PaspewwuTs 3Ty onepayuio?

+ TlMosiBMTCA OKHO C BbIGOpPOM cepTudmkata. Bbibepute HyxHbIN cepTudmkar ans
cospanusa nognucu. (Puc. 44).

Bbi6op cepTudukata

000 "TECT
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Pykosodcmeo o ycmaHoeKe U Hacmpolike cpedcme
anekmpoHHou nodnucu Ha 3Tl «AnbsiHcTpelio» 8
cekyuu «lpodaxa umywecmesa baHKpPOMO8»

+ [locne Bbibopa cepTudurkaTa HaxxmMuTe Ha KHOMNKy «CosaaTtb noanucby» (Puc. 45).

JAnsi HACTPOWKM INEKTPOHHOM N (nanee 3M) Heob MO:

O3HaKoMUTCS C MHCprKuMeﬁ o ycTaHoOBKe U HaCTpOﬁKe cpeacTs 3NEKTPOHHON NOANMUCH.

PYKOBO/ICTBO M0 YCTAHOBKE U HACTPOMKE CPE/ICTB S/IEKTPOHHOW MOANMUCH
KpaTkaa MHCTPYKLMS MO YCTaHOBKE U HAaCTPOWKe CPEACTB 3/1eKTPOHHOW NOANUCH.

1. YetaHoBuTte n HacTpounTte CK3WU «Kpuntollpo CSP»

1.1 ins npuMeHeHna CpeACcTB 3NeKTPOHHON NoAnMceH npu paboTe B cucteme Bam Heob6xoaumo npuobpecTu nporpammyoe obecnieyerne «Kpuntollpo CSP» ans Baluei onepauuoHHON
CUCTEMBI.

J[nsa NOKynKwu, ycTaHOBKMW U HacTporku «Kpuntollpo CSP» Bbl MOXeTe BOCNONb30BaTbCs A0OKYMeHTalmen no ycraHoske «Kpuntollpo CSP», pasMelleHHo Ha caiTe NponssoauTens
1.3. Ycrarosute apaitsepbl ans USB TokeHa, cka4as ux ¢ caiTa NpousBoauTens

1.4. YcraHoBuTe Heo6xoanMbIe cepTudUKaThl yaoC 0 LEHTPa, Bbl, 0 Bam 30

2. CkauvaiTe u yctaHoBuTe Kpuntollpo 3LIM Browser Plugin

2.1. s y 0B U # 3NeKTPOHHOW noanucbio Ha ITM ucnonbayeTca nporpammHoe obecneverue "Kpuntollpo SLIM Browser Plugin®, koTopoe nossonser pabotate
Ha B nio6bix nor Hbix 6pay3sepax (Mozilla Firefox, Chrome, Opera, iiaexc 6paysep, CnyTHuK)

2.2. ins HaCTPOWKM KOMNbioTepa Ans paboTbl C 3NEKTPOHHOM NoANnUchio Bam Heobxoaumo GyaeT ckauatb U ycTaHoBuTb Kpuntollpo SLIM Browser Plugin
3. Hactpoiite 6paysep

Mozilla Firefox — ckayaiiTe u ycraHoBuTe paclumpeHue Ans Gpaysepa o1cioa U yCTaHOBUTE ero creays nHeTpykiuy (BaxHo!)

Google Chrome — ycTaHoBUTE paciumpenie

Opera u i paysep — yCT: paclwmperive

Ecnm OCyulecTBJieHbl BCe HaCTpOﬂKM, OrnucaHHble Bblille, Bbl MmoXxerTe:

I

+ B cnyyae ycnewHOMW HaCTPOWKM IMEKTPOHHOM MOAMNUCK MOSIBUTCA CUCTEMHOE
coobuieHune «Moanuckb ycnewHo co3aaHax. (Puc. 46).

Mognuck ycnewHo co3gaHa
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